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Summary
During this project the properties of synchronization between two and three Chua
circuits have been studied. When Chua circuits are synchronized they produce the
same dynamics which means that the amplitude, frequency and phase of the
signals they produce are of a very small difference.
Synchronization between Chua circuits can be achieved by coupling them together;
thereby enabling them to interact with each other. The quality of the achieved
synchronization depends on the coupling strength.
First has been investigated how the coupling should be implemented.
When it was clear how to couple Chua circuits with each other, several experiments
have been conducted in order to show the course of synchronization for different
coupling configurations. Among them were unidirectional and bidirectional
experiments with two Chua circuits, and also one experiment with three circuits. In
this last experiment the goal was not only to synchronize the three systems, but
also to show that two of the three circuits can be synchronized together through
the third while this third system is producing different dynamics. Eventually this
was not achieved; however it was possible to synchronize the three circuits.
In the experiments with two circuits it became clear that there are different regions
of interaction which depend on the coupling between the circuits. These regions are
the synchronization, oscillation and synchronization loss region.
Furthermore the possibilities were studied for implementing a delay-line between
the circuits. With a delay added to the coupling it is possible to see which circuit is
synchronizing the others in a certain coupling configuration. Among the possible
implementations found there are some interesting options to design a delay line.
Unfortunately there was not enough time for this as it seemed that the
implementation of a delay line is a project of its own.
Nevertheless the options that were considered and why they could not be
implemented are described in this report.
A possible application for chaotic signals lies within secure communications.
Because of their apparent unpredictable behavior, they possess an apparent
unpredictable spectrum. This property could be used to modulate a message signal
in such a way that it can only be demodulated by an identical chaotic circuit. In this
document the possibilities of using chaos to mask a message signal and to establish
an experimental form of communication between two circuits are explored. The
objective with chaos masking is to add a message signal to a chaotic signal where
the message is tiny (1%) compared to the chaotic signal. The message then has to
be extracted at the second circuit by utilizing the Chua’s filtering property and
signal subtraction. It appears that the most commonly used method to synchronize
chaotic circuits, error-feedback synchronization, is unusable. The reason for this is
that the level of synchronization is too weak when using relatively low coupling,
something that proves to be required to perform a successful subtraction.
Therefore an alternative method of synchronizing circuits is examined, the driveresponse configuration of Chua circuits. This method, developed by T.L. Carroll and
L. M. Pecora is based on the decomposition of the Chua circuit into subsystems. The
drive-response configuration produces promising results in obtained
measurements; however it has also proven to be extremely liable to parameter
mismatch between the transmitter and the receiver circuit.
Using chaos for the purpose of secure communications has therefore shown to be
more difficult then expected. A successful extraction of the message at the receiver
end was first obstructed by ‘chaotic noise’ that was the result of constant
differences in amplitudes of the two chaotic circuits. Later with the drive-response
configuration, small parameter mismatches between transmitter and receiver were
also causing a corruption of the message signal by high and short
desynchronization bursts. The solution to this, exact matching of the parameters,
has proven to be effective in simulations but could not be implemented in a
practical circuit.
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Another aspect of using chaos for communications was examined. In a practical
situation the receiver will be at the other end of a communication channel, most
likely a public channel. When transmitting a signal of which the information carrying
amplitude is very small through a public channel, it will most likely be corrupted by
additive white Gaussian noise. Continuing, the bandwidth in this channel that is
available will most likely be limited. These two potential problems are also being
addressed. A possible solution to the noise problem is digitalization of the signal.
The effects of this digitalization on the ability of a Chua circuit to synchronize to
another, is also examined. It appears that the number of bits required for a
receiver Chua to maintain synchronization is surprisingly low (6 bits on 6 volts
range). Such a low number of bits would obviously fail when transmitting a
message signal hidden in the chaos which is of 1% in amplitude compared to the
amplitude of the chaos. The experiments with the sampling rate live up to the
expectations in a less surprising way. The minimum rate appears to be close to the
theoretical rate of twice the highest frequency component in the chaotic spectrum.
Concluding, the message signal defines the required number of bits, the chaotic
signal defines the required sample rate.

Final report
Page 4/154

Analysis, synchronization and communication using chaotic signals

Preface
This document is the result of the graduation project for the study of electrotechnical engineering at the Fontys University of Professional Education. In the past
four and a half month we have been conducting research at the Universitat
Politécnica de Catalunya (UPC) in Terrassa, Spain.
The nature of this graduation project is fundamentally different from ‘the standard’
graduation project in the way that its subject resides in the very earliest stage of
product development. Most projects find their subject in the commercial stage,
where a certain technique is used to create a ‘product’. In this case however, the
‘technique’ is the thing that is being developed, or at least its potential for
appliances is examined. This leads to the fact that this document is the only
product that is delivered as a final result, therefore motivating its size.
The subject is based on Chaos, a widely studied phenomenon in a variety of fields
of physics. It is split in three parts. The first being a common part in which we
acquire knowledge on both the background of chaos and synchronization as well as
the operation of circuits that can produce those chaotic dynamics. We then
separate our paths, each conducting our own experiment based on chaotic signals.
The first subject goes deeper into the behavior of one type of chaotic circuits,
specifically on synchronizing them, where the second subject explores the
possibilities of an application for chaotic signals produced with those circuits. The
first subject is assigned to A.F.J. Pijpers, the second to G. Kooijmans.
We would like to take this opportunity to express our gratitude to Javier MartinBuldú, who has been guiding us through the experiments and aiding us in their
analysis.
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1. Introduction
The Butterfly Effect
In 1960, Edward Lorenz was creating weather systems in his computer. As a
mathematician, Lorenz knew that the best he could do was to recreate the
atmospheric dynamics occurring in nature only approximately. With that limitation
plus the primitive computing power he had available, Lorenz constructed a barebones simulation of Rayleigh-Benard convection. This is much like a cup of coffee
being heated from beneath, with just three differential equations. His graphics
output consisted of letters and numbers printed sequentially on a text printer.
At one point, Lorenz wanted to get a closer look at a particularly interesting
weather pattern. So, in order to cut short the computation time, he carefully typed
in a sequence of numbers obtained from the computer's previous output. The
computer printed out a pattern that soon showed no resemblance to the region of
interest.
Lorenz quickly realized that the increasing deviations were due to the difference in
the number of digits stored by the computer during its calculations and the reduced
number of digits he input. (To save space, the computer printout listed only three
digits beyond the decimal point instead of the six digits stored internally.) It was
clear that slight differences between actual and measured atmospheric parameters,
such as barometric pressure, temperature, wind speed, wind direction, and
humidity, were unavoidable. Based on this limitation in his mini-weather simulation,
Lorenz soon concluded that highly accurate, long-term weather forecasting, his
primary interest, was impossible. And so the science of chaos was born! Eventually,
Lorenz submitted an article on his discovery of chaos to the Journal of the
Atmospheric Sciences.
While Lorenz was studying the mathematical structure of the data of chaotic
behaviour, he used time-series analysis to discover hidden details and used the
technique to help produce an image with three dimensions of information. The
image (an attractor) soon became tied to the field of chaos.

Figure 1. The Lorenz attractor.

Figure 1 shows a Lorenz-type image showing the geometry in this strange
attractor. In this image, an underlying fractal pattern can be seen. When this figure
was drawn, the particle was seen looping around one lobe for a while and then
jumping over to the other lobe as it continued looping. The path never retraced
itself. (Though it appears to, that is simply a limitation of the drawing resolution of
a computer screen.) This back-and-forth motion continued until the entire plot was
generated. The image looks flat, but the tracing particle moved in three
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dimensions, alternately projecting out of the paper and then back in as it orbited
the attractor.
There is an obvious similarity between the Lorenz attractor and a butterfly. But the
real reason chaos is forever associated with the butterfly effect is a paper Edward
Lorenz presented at a session of the AAAS 1 in December 1972. The title of the
paper: "Predictability- Does the Flap of a Butterfly's Wings in Brazil Set Off a
Tornado in Texas?"
Lorenz admitted that while one butterfly's flapping wings could trigger off a
tornado, another butterfly's flapping wings could prevent it.

Chaos
Another simple description of chaos by Ian Stewart appeared in “The Mathematics
of Chaos (pg. 141)” :
The flapping of a single butterfly's wing today produces a tiny change in the state of
the atmosphere. Over a period of time, what the atmosphere actually does diverges
from what it would have done. So, in a month's time, a tornado that would have
devastated the Indonesian coast doesn't happen. Or maybe one that wasn't going
to happen, does.
This phenomenon, common to chaos theory, is also known as sensitive dependence
on initial conditions. Just a small change in the initial conditions can drastically
change the long-term behaviour of a system. Such a small amount of difference in
a measurement might be considered experimental noise, background noise, or an
inaccuracy of the equipment. Such things are impossible to avoid in even the most
isolated lab. With a starting number of 2, the final result can be entirely different
from the same system with a starting value of 2.000001. It is simply impossible to
achieve this level of accuracy.
From this idea, Lorenz stated that it is impossible to predict the weather accurately.
However, this discovery led Lorenz on to other aspects of what eventually came to
be known as chaos theory.
A chaotic system sometimes seems random if you do not recognize that it is
chaotic. For example, a roulette wheel is a chaotic system.
One might say, "hold on now, isn't a roulette table random?!", but it really isn't.
Doesn't a bouncing roulette ball obey the same laws of physics as a basketball
bouncing against the ground? Because its behaviour is governed by laws that
dictate exactly where the ball will land, the roulette wheel is not random. Another
way to say that this system is not random is to say that it is deterministic. If one
wants to find out where on the roulette table a ball would land then it’s necessary
to find the altitude that the ball was dropped from, how fast the table is spinning
and the dimensions of the roulette table. Then in theory one should be able to plug
these numbers into equations and get the right answer. Again, in theory, one
should be able to predict how a roulette ball will bounce on a roulette wheel as easy
as how a basketball bounces straight up and down against the ground. Of course if
one actually tries to predict where the roulette ball would land, the wrong answer
would be obtained.
In theory, the exact answer would be obtained if the numbers are put into
equations and everything is measured exactly right. However in a practical
situation, if a small mistake is made, with the bouncing ball the answer obtained
from the equations would be off by only a little. With the roulette ball however, that
small inaccuracy will mean that the ball will take a completely different path from
the one that was predicted and could land on the other side of the table.
When a system like a roulette wheel can be thrown dramatically off-course with a
very small change, it is said to be "sensitively dependant on initial conditions".
1

American Association of Astronomical Science
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Although long-term weather prediction is impossible, just as predicting the final
location of a roulette ball is impossible, predictions on chaotic systems can
approximate the actual system for a short time before the estimation gets offcourse. That’s why it’s possible to have relatively accurate weather forecasts for a
few days in the future.
A nonlinear dynamical system such as a roulette table or the weather can exhibit
one or more of the following types of behaviour:
•
•
•
•
•

forever at rest
forever expanding (only for unbounded systems)
periodic motion
quasi-periodic motion
chaotic motion

Nonlinear dynamical systems are found in a variety of fields of physics. In optics
they are constructed with lasers, in physics for example with the roulette-table, and
in electro technical physics they are constructed with electrical circuits. One of the
circuits that is a nonlinear dynamical system is the Chua circuit.
This circuit is built using op amps and elementary R, L, C - components. When two
identical Chua circuits are constructed using the same mathematical equations,
both will produce almost the same signal at first. But when they evolve in time they
will begin to differ rapidly.
However these circuits can be synchronized. Furthermore they show filtering
properties where only the chaotic dynamics of both circuits is synchronized.

Synchronization
The principle of synchronization forms an important part of this research.
Synchronization in fact means that when two oscillating systems with a small
difference in frequency and / or phase are coupled by a certain coupling factor,
both systems begin to oscillate with the same frequency and phase.
The first person who investigated this phenomenon was the Dutch mathematician
Christian Huygens (1629-1695). Huygens described the synchronization between
two pendulum clocks which were coupled by a wooden beam. He found out that the
two clocks were synchronized in anti-phase by an imperceptible motion of the
wooden beam.
In the previous example the coupling is bidirectional because both clocks are able
to influence each other through the wooden beam. However as will become clear
later on in this report, coupling between systems can also be unidirectional, where
only one system is sending its oscillation to the other. In order to give an example
of the process of synchronization it is illustrated below with this last type of
coupling.
System A

System B

System A

System B

Coupling

f = f1
ϕ = ϕ1

f = f2
ϕ = ϕ2

f = f1
ϕ = ϕ1
(1)

kc

f = f1
ϕ = ϕ1
(2)

Figure 2. Simple reproduction of unidirectional synchronization: two non interacting systems with a
different frequency and phase (1). System Y synchronized to system X in frequency and phase due to
the coupling with factor

kc

between them (2).
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What is important to know, is that when the amplitude from the introduced
oscillation is too large (when high coupling is used), there cannot be spoken of
synchronization. The synchronization has then transcended into forcing.
In this case the leading system is forcing the second system to oscillate with the
frequency from the leading one, as the amplitude of the introduced oscillation is too
high, so it has too much influence on the behaviour of the second circuit. When
forcing occurs, it can be said that the signal from one system is “copied” into the
second.
In a more modern system, for example the Chua circuit, the principle of
synchronization by coupling can be applied too.
The Chua circuit, which is able to produce different types of dynamics, can be
coupled to other equal circuits in order to synchronize them.
The quality of this obtained synchronization depends on the coupling between the
two systems. If the coupling is low, the synchronization will be poor. Vice versa, a
high coupling will result in a good synchronization between both circuits. What
“low” and “high” coupling exactly means depends on the situation. For example the
coupling between two electrical systems could be a simple resistor, which allows a
certain flow of current dependant of its value. In this case low coupling means a
high value for the resistor and high coupling a low value for the resistor.
Further on in this report it will become clearer what the importance of
synchronization for this research is and how it was used in the conducted
experiments.
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The research
The Universitat Politécnica de Catalunya has been doing research on nonlinear
dynamical systems for some years. Their main field of research has been at optical
physics. However the subject of chaos can be found in electrical systems too such
as Chua circuits. In the conducted research described in this document, the focus is
on two subjects. First the synchronization property of Chua circuits is examined.
Little is known about the effects of synchronizing multiple Chua circuits in different
configurations. The second subject is a possible application for chaotic electrical
signals in secure communication. These subjects have separate problem definitions.
Problem definition
Main problem definition (subject one):
What are the regions of synchronization between coupled Chua circuits and
which is the leading circuit in a coupling configuration?
Sub Problem definitions (subject one):
• What do the regions of synchronization between two and three Chua circuits
look like, using Uni- and Bidirectional coupling.
• To examine the possibilities for implementing an analog delay line.
• To determine which circuit is leading with Bidirectional coupling and under
what circumstances by adding a delay in the coupling.
Main problem definition (subject two):
How can chaos be used for the purpose of secure communications?
Sub Problem definitions (subject two):
• How can chaotic circuits be synchronized when using a public channel?
• What are the requirements for a Chua circuit to synchronize with another?
• How can a chaotic signal be used for message transmission?
• How can a message-signal added by circuit A, be recovered at circuit B?
• How can a chaotic signal containing a message be sent through a public
channel without losing synchronization or message-information?
The complete research is divided into two parts. In part one, the Chua circuit itself
will be examined, simulated, constructed and tested. In part two the research will
be split up into the two subjects as described above.
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2. Analysis of the Chua circuit
In 1983 Leon W. Chua, a professor of the university of Berkeley in nonlinear
dynamics designed the electrical circuit below in order to create chaos in electrical
systems for investigational purposes.

Figure 3. The original Chua circuit
Designed by Leon W. Chua in 1983

The conditions for a circuit to produce chaos according to Chua are:
• There must be at least three variables and equations in the circuit.
• There must be some nonlinearity.
The Chua circuit can be split up in three different sections.
1) The op amp and associate resistors have the effect of a negative resistance
of size –R3. This is still a linear circuit element which does not by itself
produce chaos, although it acts as the source of energy for the dynamics.
2) The diode pair adds the nonlinearity in the circuit. The diodes simply serve
to switch in the resistance Rr in parallel with the resistance –R3 when the
voltage over the diode gets higher than the switch-on voltage.
3) The inductor L, resistor R, and the capacitors C1 and C2 are used to create a
linear oscillation circuit. With the rest of the circuit shorted out, this part
would produce damped oscillations.

Section one
There are many ways to synthesize a negative resistance. One of them is shown in
the graph below.
R2
R3

R1
Figure 4. Negative resistance converter based on op amp.

By connecting three positive linear resistors to a voltage controlled voltage source
(VCVS for short), a negative-negative resistor converter is constructed. This
realisation is attractive for experimentation purposes because the CVCS can be
implemented by means of a single op amp. When an op amp with associate
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resistors is configured in the situation as in figure 4, this will act as a negative
resistance of size − Rin .
The op amp-output is irrelevant for sections two and three. However the current
provided by the op amp using this configuration will provide the rest of the circuit
with energy for the dynamics.
Section 1 of the circuit is analysed as follows:
Replacement Circuit
V1

V1

V2

V2
Figure 5. Replacement circuit

Assuming that the op amp is linear with the transfer function Vo = A • (V+ − V− )

V1 − Vo
R
R1
R1 ⋅ V1 ⋅ 3
R
R2
V
V1
V1
=
=
= − R1 ⋅ 3
Rin = 1 =
− V1
R2
I in ⎡V1 − Vo ⎤ ⎡
⎡ ⎡ R ⎤⎤ ⎤
⎢
⎥ ⎢V1 − ⎢V1 ⋅ ⎢1 + 2 ⎥ ⎥ ⎥
⎣ R1 ⎦ ⎢
⎣ ⎣ R3 ⎦ ⎦ ⎥
⎢
⎥
R1
⎢
⎥
⎢
⎥
⎣
⎦
When R1 is chosen equal to R2 , Rin will be equal to − R3 .
I in =

The effect of a negative resistance is the inverse of an ohmical resistance.
When the current through Rin increases, voltage over it will drop instead of rise.
This characteristic can be simulated using the schematic of figure 6. In the
simulation, the voltage over the negative resistance is plotted with respect to the
current flowing through it.
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Figure 6. Schematic for PS001: DC-sweep,
range -9V ~ +9V, step size 0.1V

Figure 7. PS001

The simulation illustrates the fact that the circuit has the effect of a negative
resistance for voltages in the range of -8.5 to 8.5 volts. Beyond that region, the op
amp reaches the saturation region. If the op amp reaches saturation voltage, the
resistance of the circuit becomes positive, as the op amp is unable to compensate
the voltage at the input terminals of the negative resistance. The results of the
simulation can be modelled and analysed by the following decomposition.

m0 =

1
R1

⎡ R + (1 + A) ⋅ R3 ⎤
−
− Bp − = − ⎢ 2
⎥ ⋅ E sat + Vos
⎣ A ⋅ ( R 2 + R3 ) ⎦
(1 − A) ⋅ R2 + R3
m1 =
R1 [R2 + (1 + A) ⋅ R3 ]

⎡ A(R2 + R3 ) ⎤
OS = − ⎢
⎥ ⋅ Vos
⎣ (1 − A)R2 + R3 ⎦
⎡ R + (1 + A) ⋅ R3 ⎤
+
Bp + = ⎢ 2
⎥ ⋅ E sat + Vos
⎣ A ⋅ (R2 + R3 ) ⎦

Figure 8. Current voltage characteristic of the negative resistance converter.

In simulation PS001, the offset voltage is reduced to zero, the gain A is large (for
general purpose op amps this value is typically near 10 V / V ), and R2 = R1 .
Therefore the equations can be rewritten as:
5

m0 =

⎡ R3 ⎤
⎡ R3 ⎤
1
1
+
−
+
−
, Bp ≈ ⎢
, − Bp ≈ − ⎢
⎥ ⋅ E sat , m1 = −
⎥ ⋅ E sat , OS=0
R1
R3
⎣ R2 + R3 ⎦
⎣ R2 + R3 ⎦

Together with section two, this circuit is called ‘the Chua-diode’ and will produce a
nonlinear negative resistance. Its equation will be referred to as g(V).
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Section two
Resistors R5 ( R6 ) and Rr serve as a traditional voltage divider. When values

R5 = 47kΩ and Rr = 3,3kΩ are used, then the voltage below both diodes will be
forced up to respectively -0.6 and +0.6 volts. Therefore they start conducting when
the voltage above them reaches respectively -1.2 and +1.2 volts due to the diode
switch-on voltage of 0.6 volts.
When either one of the diodes is in conduction, one of the two resistors Rr will be
put in parallel to − R1 . This will cause the current/voltage-slope of sections one and
two to show a deviation at (-)1.2 Volts.
This point will be referred to as Vc .
This is the only non-linearity in the circuit. When Rr and − R1 are perfectly matched
( Rr = R1 ), the rest of the circuit would see an infinite resistance (

Rr • − R1
would
Rr − R1

divide by zero). The ramp that is still visible in the current/voltage-slope is because
of the mismatch between the two resistors. This leaves head-space for the ACsignal.
Simulation of the V-I characteristic of the effective nonlinear resistance circuit using
Orcad PSpice 9.0, shows the following graph wherein the voltage produced by the
voltage-source is plotted with respect to both currents through the diodes and the
current through the voltage-source:

Figure 9. PS002 simulation of the V-I characteristic

In simulation PS002, a DC-sweep is conducted from -9 to +9 volts. Current is
measured through the voltage-source.
The current/voltage graph shows the kink in the slope of the total current (yellow)
at (-1.2) volts, as calculated before. The position of this point Vc , can be
modified by changing the relation of Rr in respect to R5 (and R6 ).
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For simulation PS002, the following schematic was used:

Figure 10. PS002: DC-Sweep, range: -9 / +9 volts. Step-size: 0.1V

The two parameters that can be adjusted are the values for resistors Rr and R5
(R6). This will respectively influence the position of voltage Vc in the graph, and the
ramp of the current through g(V).
Simulation PS003 shows the effect of decreasing the value of Rr , while maintaining
the ratio between Rr and R5 . When Rr approaches the value of R1 , the value for the
parallel replacement resistor approaches infinity. Therefore the total current will be
strongly reduced, and the slope in the current/voltage graph will become flatter
after (-)1.2 Volts compared to the previous simulation.
In this simulation, the voltage produced by the voltage-source is plotted with
respect to the current through it.

Figure 11. PS003: DC-Sweep, range: -9 / +9 volts. Step-size: 0.1V
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Simulation PS004 shows the effect of decreasing the ratio between Rr and R5 , while
maintaining the same value for resistor Rr .
When R5 is reduced, the Vc -voltage will increase according to:

⎡ Rr
⎤
• Vcc ⎥ In which Vd is the diode switch-on voltage (0.6 V).
Vc = V d + ⎢
⎣ R5 + Rr
⎦
Again, the voltage over the negative resistance is plotted with respect to the
current through it.

Figure 12. PS004: DC-Sweep, range: -9 / +9 volts. Step-size: 0.1V

Section three
The oscillating part of the circuit can be analysed using the laws of Kirchoff.
Considering the two nodes of importance in this circuit, these laws produce the
following equations:

dV1 V2 − V1
=
− g (v )
dt
R
dV
V − V1
C2 • 2 = − 2
+ IL
dt
R
dI
L•
= (−RL • I L ) + V2
dt
C1 •

The requirement of 3 variables is provided by the inclusion of three reactive
elements C1, C2, and L. The load line of section three is obtained using the
following Pspice simulation, in which the tension produced by the DC-source is
swept from -9 to +9 volts in order to obtain the load-line.
V1 is the voltage over C1, and V2 is the voltage over C2.
References to V1 and V2 will be made frequently throughout this document!
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V2

V1

Figure 13. PS005: DC-Sweep, range: -10 / +10 volts. Step-size: 0.1V

Figure 14. PS005: V-I characteristic of dissipating sub circuit.

In simulation PS005, the current through the DC-voltage source is plotted with
respect to the voltage produced by it. In this case it’s preferred (for later reference)
to measure the current at the positive potential of the source, therefore the current
is negative as it is floating through the source towards the node.
For DC signals the capacitors act as open circuits, and the inductor as a short
circuit. Therefore the DC operating point V0 at node 1 is given by one of the two
intersections of the line of slope

−1
(the above load line) with the nonlinear V-I
R + rL

characteristic of g(V).
In the schematic of PS005, the slope can be calculated:

−1
−1
=
= −0,56mA / V
R + rL 1,7 kΩ + 85Ω

This matches the slope as seen in simulation PS005.
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VC
−V 0

V0

−V C

Figure 15. PS006

In simulation PS006 the voltage over g(v) is plotted with respect to the current
through it. Also the current through the load is illustrated (section 3).
Considering the intersections of the plots, there are two possibilities at positive and
negative values. When combining the entire Chua circuit and when using suitable
circuit values these stationary solutions are unstable to growing AC oscillations
around the DC point. Since g(V) is locally linear, the amplitude of the oscillations
will continue to grow, until the voltage somewhere in the cycle reaches the kink in
g(V) at Vc . The DC resistance in the circuit then becomes positive over part of the
cycle, saturating the growth.
At first the noise in the circuit is weak, perturbing the main oscillation about V0 .
But eventually, when the parameters for R and C1 are changed to increase the
nonlinearity, the dynamics begin to switch randomly back and forth between
oscillations around V0 and then − V0 .
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Figure 16. PS007: Chaotic signal in the time domain.

Simulation PS007 is conducted using the entire circuit designed by Leon W. Chua.
Voltage is measured at node 1 (over capacitor C1) and is plotted as V(R:2) in the
lower plot. This signal is chaotic, as it has no period and seems to evolve randomly.
The slopes in the upper plot represent the current through the diode-pair D3 and
D4.
Starting at 5ms, the voltage is below the -Vc point, where the V-I ramp is relatively
steep. Capacitor C1 is being charged to a negative value. Voltage will drop below 1.2 volts, where diode D3 starts conducting. This puts Rr in parallel to R1 and will
saturate the growth of the signal. The signal will continue to oscillate around Vo. As
the oscillations grow they are able to swing the DC-point to the opposite direction
as can be seen for example around 2, 5, 8 ms.

Figure 17. PS008: Double scroll attractor in X-Y plot.
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The Chua circuit has three equations as criteria for it to produce chaos. These
equations are derived using the laws of Kirchoff. When the dynamics of two of
these variables (X and Y) are drawn in a 2-D plot in an XY-graph, the “double scroll
attractor” is unveiled (PS008). This Attractor shows a graphical representation of
the time variation of two variables X(t) and Y(t) coupled by non-linear evolution
equations. A similar simulation leading to attractors was initially conducted by
Lorentz in 1963.
In simulation PS008 only two of the three variables are plotted. Adding the third,
the variable of the current through inductor L, would create a three-dimensional
plot. However PSpice-simulations are limited to two-dimensional plots.
There are several things that can be noticed when examining the attractor.
The two centres of the circles represent the DC points of the system. As DC voltage
over C1 is nearly 0 volts, the signal orbits 0 volts at the horizontal axis. The DC
voltage over C1 can be graphically derived from the lower plot of the simulation,
and has a value of 1.8 volts. This matches the vertical position of the centres of the
orbits in the upper plot.
By definition, this double scroll attractor is bounded. This is important because all
physical resistors are eventually passive, including the negative ones. This means
simply that for a large enough voltage across it’s terminals, the power consumed by
a real resistor is positive. Hence, any physical realization of the three segment
characteristic as seen in simulation PS006, must include two segments which return
the characteristic to the first and third quadrants of the graph.
Most ‘jumps’ between the DC-points take place when the signal reaches values
between (-)2 and (-)2.5 volts over C2, and (-)0.2 and (-)0.4 volts over C1. The signal
does not always enter the transition state when it’s voltage is between these
values, therefore there cannot be spoken of a certain threshold-value for entering
the transition-state. Even if the signal descends from positive values to negative
ones, it can still be pulled back into the positive orbit.
So why this behaviour?
A typical observation when examining the double-scroll attractor using an
oscilloscope would be a trajectory that orbits the two centres counter-clockwise.
Whether these centres are situated next to each other or above each other depends
on which variable (V1 or V2) is plotted as X or Y obviously. Assuming they are
plotted next to each other, the typical observation would be the following. The
trajectory orbits the left ‘equilibrium’ (DC-point) close to it’s centre counterclockwise. After each rotation the trajectory gets further from the equilibrium until
a certain time, after which there are certain possibilities. One, the trajectory moves
back to an orbit close to the equilibrium and reinitiates the cycle. Two, the
trajectory does not go back to the equilibrium but moves further to the right in a
spiral path and ‘lands’ on the right lobe of the attractor. The point where it lands on
the right lobe is close to its equilibrium. There it starts a similar cycle as described
before. The trajectory starts to orbit the right equilibrium and moves further from
the centre after each cycle, until again there are the two possibilities described for
the left lobe. The number of rotations that the trajectory makes before it jumps to
the other lobe or moves inwards to the centre is not fixed. The number of rotations
it makes while in the transition between the two lobes is also variable.
The attractor seems to persist even for fairly large changes in parameters.
The circuit-theoretic approach to declare the chaotic behaviour is as follows.
Starting at the left part of the oscillating circuit, the inductor L and capacitor C2
make up a ‘lossless’ oscillatory-circuit that is coupled to the second part, consisting
of capacitor C1 and g(v). This coupling takes place through the resistor R. In the
second part, g(v) is obviously responsible for the chaotic behaviour of the
oscillations. If g(v) would be passive, than all solutions in the time-domain would
approach a stable equilibrium. However since it is active ( U r ⋅ I r < 0 except at the
origin) this component keeps supplying power to the oscillatory-circuit. Due to the
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power dissipated in the resistor R, the nature of the attractor is restrained in it’s
growth.
Moving back to the trajectory in the chaotic-attractor, the unanswered question is:
what is the object that makes the difference whether the trajectory moves back to
the equilibrium or jumps to the other lobe? The answer to this question, and the
deeper geometric structure of the double-scroll attractor associated with it, can be
only understood in the framework of non-linear and chaotic systems theory. A
linear stability analysis of the fixed points, an evaluation of the chaotic dimension or
the Lyapunov exponents are typical parameters to be computed in order to
evaluate the dynamics of the system. Nevertheless this project is focused on the
experimental implementation of the Chua circuits rather than their theoretical
analysis. For this the reference is made to the work of T. Matsumoto 2. Matsumoto
has discovered that the behaviour is strongly related to the eigenvalues and
eigenspaces of its equilibria.

2

“The double scroll” by T. Matsumoto, Leon O. Chua and M. Komuro. IEEE transcript 0098-4094,
august 1985
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Simulation of the Chua circuit

This series of simulations in which a transient analysis has been conducted using
PSpice, show the effect of altering the resistance of R from 1.36kΩ to 1.5kΩ. Plots
are shown for relevant changes in the dynamics of the circuit. Voltages are
measured over capacitor C1 (node V1).

Fig. 18. PS009: Limit cycle; R=1.36k

Fig. 19. PS010: Limit cycle, longer startup; R=1.385k

Fig. 20. PS011: Unstable double-scroll; R=1.39k

Fig. 21. PS012: Stable double-scroll; R=1.395k

Fig 22. PS013: Reduction of trans. reg; R=1.45k

Fig 23. PS014: Further reduction of reg; R=1.5k

The value 1.395k is the lowest value for which the system produces chaos. Using a
smaller value will put the system in a different regime of dynamics, creating a limitcycle where the oscillations grow exponentially until the voltage reaches the
saturation voltage of the op amp.
When the resistor R increases, voltage Vc will also increase as the current will build
up more voltage over R. The horizontal region of the attractor in which the signal is
likely to jump to the other Vc becomes smaller and shifts to the right. Locating it at
2.4 – 2.8 volts. As the region gets smaller, the system seems to ‘prefer’ to stay in
one orbit, instead of jumping to the other. This observation can be explained. As
the resistance of the dissipating circuit increases, the ramp of the load-line (figure
14) will decrease, causing the V0 point to shift to the right. The signal then will
need to be larger to swing over 0 volts.
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Fig. 24. PS015: Very small trans. region; R=1.55k

Fig 26. PS017: Moving to periodic cycle; R=1.584k

Fig 25. PS016: Rossler-type attractor; R=1.58k

Fig 27. PS018: DC-equilibrium; R=1.585k

Eventually the signal will cease to switch between –V0 and V0, creating an attractor
with only one centre. The signal still remains chaotic. This is called a Rőssler-type
attractor.
For values higher than 1.584k, the oscillations will not commence due to low
coupling between C2 and C1/L. This again puts the system into a different regime
of dynamics. In this case, the stable regime called the DC-equilibrium.
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The double op amp Chua circuit
Introduction
In this chapter another configuration of Chua circuits is discussed. The simulation
results of this type of Chua circuit will be shown, as well as the conclusions drawn
from them. The functioning of the schematic will be described more briefly than the
circuit of Leon Chua, as the principle of Chua’s circuit also applies for this double op
amp circuit. This principle is already explained thoroughly in chapter 1.
Double Op amp Chua circuit
The second type of a Chua circuit that was examined is configured as follows:

Figure 28. Double op amp Chua circuit

As can be seen in the picture, the circuit consists of two parallel connected negative
resistances, connected to an oscillation circuit. The oscillation circuit and the
principle of a negative resistance are explained in chapter 1, therefore this will not
be discussed further. The essence of this study is to comprehend the functioning of
the nonlinear part of the circuit, which consists of the two combined negative
resistances. This will be done by calculating the values of the associate resistors 1
until 6. With the values of these resistors we can adjust the working lines of the
negative resistances in a way that they will create chaos in combination with the
oscillation circuit.
The first study of this circuit has
been conducted by T. Matsumoto 3.
This study has shown that for the
circuit to create a double scroll
attractor (chaos) there are certain
parameters that should be used.
These parameters consists of the
slopes from the working line of the
negative resistances, m0 and m1 ,
the breakpoints (point where the
slopes derivative changes) and the
saturation voltage of the op amp
that is used. These variables are
shown in figure 29, which illustrates
the work line of one part of a
negative resistance. Also the values
of the components from the
oscillation circuit must be changed,
as will be shown later.

3

Figure 29. V-I characteristic of a nonlinear resistance

T. Matsumoto. “A chaotic attractor from Chua’s circuit. IEEE Trans. Circuits syst. 1055-1058 - 1984
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In order for a Chua circuit to create chaos, the work line of the nonlinear part
should look like the V-I characteristic illustrated in figure 31.
The difference in negative and positive saturation voltage causes an asymmetrical
V-I characteristic. This can be adjusted by increasing one supply voltage (negative
or positive, depends where the asymmetry occurs) until symmetry is achieved.
When this is the case, the voltages measured over C1 and C2 in the oscillation
circuit will change from positive to negative in an unpredictable way around –
Breakpoint2 and Breakpoint2, which is chaos. This kind of work line is achieved
when we combine the work lines of the two separate negative resistances, these
separate work lines are shown in figure 28. This also explains why two negative
resistances are needed for the circuit to create chaos.

NR1

NR2

Figure 30. Separate work lines of two typical negative resistances for a Chua circuit.

NR1 + NR2

Figure 31. Work line of the two work lines from figure 30 combined
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According to Matsumoto, the relations between the parameters should be the
following in order for the circuit to create chaos:

C1 = 1 / 9
C2 = 1

L = 1/ 7
G = 0,7
Bp 2 = 1.08
m0 = −0,45
m1 = −0,8
During his simulations no units were given for Vc1 , Vc 2 and I L since he simply
simulated a set of differential equations. If these equations would be rewritten in SI
units, the voltages are measured in Volts, currents in Amperes, capacitance in
Farads, inductance in Henrys and resistance in Ohms. These relations are too large
for implementing since it is very hard to use capacitors in the order of 1 Farad or
inductors in the order of 1 Henry. Because of this the currents can be rescaled by a
factor 1000, this yields relations which are far more practical for implementing a
Chua circuit, however the functioning and the results remain the same. The result is
that all capacitances will be reduced by a factor 1000 and the resistances and
inductances will be increased by a factor 1000.
After rescaling the relations between the components are as follows:

C1 = 1 / 9 × 10 −3 F
C 2 = 1 × 10 −3 F
L = 1 / 7 × 10 3 H
G = 0,7 × 10 −3 S
Bp 2 = 1.08V

(Conduction in Siemens, equivalent to 1428Ω)

m0 = −0,45 × 10 −3 S
m1 = −0,8 × 10 −3 S
The values for the capacitances and the inductances are still not easy to implement
because values nF and mH are much easier to use, instead of mF and KH.
For this problem it is necessary that we apply a time scale which only affects the
components that are time dependent. This means the capacitances and the
inductor will be rescaled, but the resistor remains unaffected. When we slow time
by a factor of 2 × 10 , the capacitances an the inductor are decreased by the same
factor. The new values for the parameters are now:
4

C1 = 1 / 9 × 10 −3 F = 1 / 18 × 10 −7 F = 5,56nF
C 2 = 1 × 10 −3 F = 1 / 2 × 10 − 4 F = 50nF
L = 1 / 7 × 10 3 H = 1 / 14 × 10 −1 H = 7,14mH
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These values are easier to implement, but they are not standard values. If we
multiply all values with 2, and we round them up to a standard value, the following
parameters are obtained:

C1 = 10nF

C 2 = 100nF
L = 18mH
Rvar = 1,4 KΩ
The parameters for Bp 2 , m0 and m1 remain the same:

Bp 2 = 1,08V
m0 = −0,45mS
m1 = −0,8mS
Rvar will be implemented as a potentiometer of 2KΩ, in this way we can vary the
value or R in the oscillation circuit and investigate the different dynamics a Chua
circuit can produce.
If the values for resistor R1 and R2 in figure 28 are chosen equally and this is also
done for resistors R4 and R5, using the parameters from Matsumoto the values for
resistor R3 and R6 can be calculated.
If this is done correctly, the nonlinear part of the circuit should produce a V-I
characteristic equal to the one shown in figure 31. In combination with an
oscillation circuit that complies with the values for C1 , C2 , L and Rvar as described
earlier, the circuit should produce chaos.
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Design and construction of the circuit
Chosen op amp: TL082
• draws the smallest current at its input terminals
• draws relatively small supply current
• has a low offset voltage
• has a high bandwidth
Alternatives considered:
Type

Input bias
current
20 nA

Supply
current (no
load)
5 mA

Input
voltage
offset drift
7 uV/C

Input
voltage
offset
2mV

LM324A
ST

LM208
NS

2 nA

0.3mA

1 uV/C

0.5mV

TL082B
ST

20 pA

1.4 mA

10 uV/C

1mV

LF411
NS

50pA

1.8mA

10 uV/C

0.8mV

All values used are typical values.
Frequency response

Table 1. Comparison of several available op amps.

A copy of the datasheet of the chosen TL082 op amp is included in appendix C.
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Calculating the values of R3 and R6
To achieve a work line as in figure 31, both negative resistances have to be
configured in such a way that the 2 work lines of figure 30 are obtained. One
negative resistance will produce the work line on the left of figure 30, NR1; the
second negative resistance will be configured to produce the work line on the right,
NR2.
First, the resistor values for NR1 will be determined. As can be seen in figure 30 the
linear part (between the breakpoints) of the work line of NR1 should be quite large
compared to NR2. The size of the linear part is dependent of the values for R1 and
R2, the smaller the values of these resistors, the larger the linear area becomes. In
this case we need a large linear area, so resistor R1 and R2 should be chosen quite
small. It is important to choose them not too small as this would load the op amp
to much. For our calculations we will choose 220Ω for R1 and R2.
The value of R3 is mostly responsible for the height and for a smaller part for the
width of the V-I characteristic generated by NR1. This resistor can be calculated
through dividing the saturation voltage of the op amp by the multiplication of

dI
before and after the breakpoint.
dV
Esat
R3 =
( B p 2 − Esat )m0 − B p 2 m1

dV ×

The saturation value of the op amp is determined 8.3 Volts, by measurements on
the TL082 op amp. Substituting the values for Esat , B p 2 , m0 and m1 yields:

R3 =

8,3
≈ 2.2 KΩ
(1,08 − 8,3) • −0,00045 − 1,08 • −0,0008

Implementing these values in PSpice and simulation gives the following results:

Figure 32. Implementation of NR1 and its V-I charactistic

The op amp is connected to a power supply of 9 volts. This simulation shows that
the saturation voltage of the op amp is indeed approximately 8.3 volts, the value
that is also measured at the output of the op amp. What can be seen is that after
breakpoint 1 the op amp does not draw a large amount of current, in this case
around 3.4 mA.
Because of this low current in combination with a sufficiently large working area the
value for R1 and R2 is a correct value.
Whether the height of the work line that R3 provides is correct or not can be
checked by calculating m1 from the sum of the work lines produced by NR1 + NR2.

m1 should then be equal to -0.8mS. However, since the work line of NR2 is not
known at this point, the sum of the work lines from NR1 + NR2 cannot be
produced.
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Therefore, we will continue with calculating slope m11 (see figure 30, characteristic
of NR1). Later, the same can be done for m12 , the slope that is caused by R6
(figure 30, NR2). Then, the sum of m11 + m12 should be equal to m1 .
The calculation of m11 can be done by calculating the derivative at a random point
on the slope m11 . For simplicity we choose V = 1.08 Volts, the value of B p 2 , a value
that is already known.
From figure 32 can be determined that for V = 1.08 volts, I = -0.5 mA.
Therefore, m11

=

− 0,0005
= −0,45mS
1,08

Designing NR2
The design procedure of NR2 is quite different as it is for NR1. NR2 is responsible
for slope m1 , this slope is twice as steep as slope m0 . First R4 has to be calculated.
Resistor R4 should create a linear working area of the size between - B p 2 and + B p 2 .
Since

B p 2 = 1 V, R4 can be calculated through dividing Esat by the current value of

the work line for V =
with

B p 2 . This current value can be calculated by multiplying B p 2

m0 − m1 , which is the derivative at point B p 2 .

Therefore, R4 is given by:

R4 =

E sat
B p 2 (m0 − m1 )

Substituting the values for Esat , B p 2 , m0 and m1 yields:

8,3
≈ 22 KΩ
1,08 • (−0,00045 − −0,0008)
R4 = R5 = 22 KΩ

R4 =

Resistor R6 is mostly responsible for the height and partly for the width of the of
V-I characteristic generated by NR2. It describes the ramp of m02 from the V-I
characteristic of NR2 in figure 30. The V-I characteristic of a negative resistance
has its maximum at its breakpoint, which in contrary with NR1 is already known for
NR2, as this is the value of B p 2 . Therefore the height of the work line is already
known, so the associated resistor can be calculated through dividing

Esat by the

current value for slope

m02 in figure 30. This current value can be described by the
multiplication of ( Esat − B p 2 )(m0 − m1 ) . Therefore, the following formula is obtained:
R6 =

( E sat

E sat
− B p 2 )(m0 − m1 )

Substituting the values for Esat , B p 2 , m0 and m1 yields:

R6 =

8,3
= 3,3KΩ
(8,3 − 1,08)( −0,00045 − −0,0008)

The values calculated for R4, R5 and R6 were also implemented and simulated,
which gave the following results:
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Figure 33. Implementation of NR2 and its V-I characteristic

As can be seen in figure 3 the value of breakpoint 2 is located approximately
around 1.08 V. The exact value is difficult to determine from this figure. However
the probe cursor in PSpice shows that the breakpoint is indeed exactly at 1.08 V.
This indicates that the value for R4 (and R5) is correctly calculated.
As explained earlier, the value for slope m12 will be calculated in order to determine
whether the deviations slopes produced by R3 and R6 cause are correct. If the sum
of m11 + m12 = m1 we can conclude that the resistor values for R3 and R6 are
correct.
Again, the deviation derivative at

B p 2 will be calculated. From figure 33 can be

determined that for V = 1.08 volts, I = -0.33mA.

− 0,00033
= −0,3mS
1,08
From this, m1 = m11 + m12 = −0,45 + −0,3 = −0,75mS

Therefore,

m1 =

If we take in account tiny calculation and measuring errors, it can be said that for
these values of R3 and R6, the nonlinear circuit produces a slope m1 with the right
deviation of -0.8mS.
This can be double-checked by calculating the slope

m0 which exists of m11 + m02 .
m02 can be found in figure 30, in the characteristic of NR2. Therefore m02 can be
calculated by dividing a random current value of slope m02 after B p 2 , with the

associated voltage value.
For example at V = 5 Volts I = -0.15mA. This means

m02 =

− 0,00015
= 0,03mS .
5

m0 = m11 + m02 = −0,45 + −0,03 = −0,453mS
Since the value for m0 should be -0.45mS, it can be said that for this slope
resistors R3 and R6 cause the right deviation slope for m0 with their current values.

Therefore,

As the work lines for both NR1 and NR2 are now known, the sum of the work lines
from both negative resistances can be produced produced which yields the following
characteristic: (notice that its shape is similar to figure 31)
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Figure 34. V-I characteristic of the nonlinear circuit, which is the sum of the worklines from NR1 and NR2.

Simulation of the double op amp Chua circuit
Using a transient-analysis with Orcad P-Spice 9.0 the behaviour of the circuit can
be examined. To verify the different regimes of dynamics and their borders which
the circuit can exhibit, the value of resistor R in the circuit is being reduced from
2kΩ to 0Ω in the simulations below. All simulations are conducted using the
following parameters:
Simulation time: 20ms, print step: 100ns, step ceiling: 1ųs, no-print delay: 5ms

Figure 35. Schematic used for simulation of the bifurcation sequence.

These series of simulations present the bifurcation sequence in the Chua circuit,
known as “the period doubling route to chaos”.

Figure 36. PS020:
DC Equilibrium R=2k

Figure 37. PS021:
period-1 cycle, starting at: R=1.751k
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Figure 38. PS022:
Multi-period cycle, starting at: R=1.65k

Figure 39. PS023:
Rössler-type attractor, starting at: R=1.52k

Figure 40. PS024
Double-scroll attractor, starting at: R=1.49k

Figure 41. PS025
Limit cycle.,from R=1.40k to R=0k

Considering the previous simulations, the conclusion can be drawn that the doubleop amp circuit can exhibit the same kind of dynamics as the circuit that was
originally designed by Leon W. Chua. The borders of the regimes however are
different.
For further experiments, the double op amp Chua circuit will be used.
Using this circuit has the following advantages compared to the diode-circuit of
Leon W. Chua:
• Fewer components needed
• Less sensitive to tolerance in components (because fewer needed)
• Easier to construct
• Easier to tune (altering one resistor changes the V-I -characteristic
symmetrically).
And also the drawback:
• Sensitive to parameters of the chosen op amp (like voltage offset).
Further examination of the chaotic regime
To know more about the dynamics produced by a circuit that’s operating in the
chaotic regime, fourier analysis have been conducted using Pspice.
In the following simulation the fourier transform of voltages over capacitors C1 and
C2 are computed using FFT. The Chua circuit has the following parameters:
R=1.42k, C1=100nF, C2=10nF, L=18mH.
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Figure 42. PS026: Fourier analysis of voltage over C1 and C2. Simulation time: 20ms, print step: 100ns,
step ceiling: 1ųs, no-print delay: 5ms

The simulation shows a peak frequency in the voltage over C1 at 2.6 kHz. The
bounded spectrum bandwidth (6dB) is graphically determined at being
approximately 3200–2300=900 Hz. Voltage over C2 has a peak value at 0.25Khz
and a bounded spectrum bandwidth of 520 Hz.
Decreasing values for C1,C2,L with factor 10, increases frequency of oscillations by
factor 10.

Figure 43. PS027: Fourier analysis. R=1.4k C1=10nF C2=1nF L=1.8mH
Simulation time: 30ms, print step: 100ns, step ceiling: 1ųs, no-print delay: 5ms
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Figure 44. PS027: Zoom-in on V(C1)

When increasing frequency, the bounded spectrum bandwidth remains equal at
around 500Hz.
A rough estimation of the signal-to-noise ratio can be made by using the peak noise
level and the peak signal level, so that:

450mV
⎛S⎞
SNR = 20 Log ⎜ ⎟ = 20 Log
= 33
27dB
dB
20mV
⎝N⎠
Power supply
To analyse the current flows in the feeding part of the circuit, the currents are
measured at both power supplies.

Figure 45. PS029: Supply current to circuit

Total simulated power dissipation in circuit:

P = U ⋅ I = 2 ⋅ 9 ⋅ 2,69 ⋅ 10 −3 = 48,42mW
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Experimental verification of g(v)
To verify the correctness of the designed circuit, one has been constructed for
testing using the calculated values for the components.
The measurements conducted using a PC with National Instruments Labview 7.1
Using:
• NI BNC-2110 measuring terminal (set to floating source)
• Probe Hameg HZ 36 (set to 1x)
• Cable RG-58
• Promax multimeter PD-693
• Promax FAC-662B Power supply

Figure 46. Test setup for V-I characteristic measurement.

The V-I characteristic of the nonlinear negative resistor g(v) can be measured by
applying a triangular waveform V(s) across it’s terminals. This voltage over g(v) is
plotted on the Y-axis of the characteristic as V(r). The current through g(v) can be
measured by utilising a measuring-resistor Rs of 100Ω in series with g(v). The
voltage over Rs is plotted on the X-axis of the characteristic.
The test setup is illustrated in figure 46.Two bypass capacitors of 1ųF are placed
across each power supply to keep them as stable as possible.

Figure 47. NI001
Vs is a triangular waveform with 0V DC-offset, f(Vs)=40Hz, ampl 7.500V
Figure 47 left: Horizontal axis: V(gV) 2V/div. Vertical axis: -I(gV) 1mA/div (scale 1:100)
Figure 47 right: Horizontal axis: V(gV) 1V/div. Vertical axis: -I(gV) 1mA/div (scale 1:100)

The measurement NI001 shows the graph as seen in simulation PS001 The
characteristic does not show any offset that would have been caused by the op
amp. Breakpoints Bp2 and –Bp2 are graphically derived from the characteristic at
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respectively 0.95 and -1.00 volts. Bp1 and -Bp1 are derived at 5.56 and -6.165
volts. Esat and –Esat are located at 6.90 and -7.45 volts.

Figure 48. NI003

The a-symmetry in the graph of NI001 is caused by unequal saturation voltages in
the op amp, even though it is fed with +9 and -9 volts. By adjusting Vss to -9.8V
this can be corrected as can be seen in measurement NI003.
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Experimental verification of the bifurcation sequence.
To verify the dynamics produced by the circuit, voltage at two of the three nodes is
measured using Labview and examined in both time-domain and as an X-Y graph.
As in the simulations, the value for R is being decreased from 2kΩ to 0Ω in order to
create a bifurcation sequence. Graphs are shown for those values at which the
dynamics produced by the circuit change significantly.
Test-Setup for this experiment:
NI BNC-2110

Probe 1
Probe 2

Figure 49. Test setup for measurement of the bifurcation sequence.

Two Hameg probes are connected at nodes 1 and 2 (to measure voltage over C1
and C2 respectively), and are set to 1x. The NI-BNC-2110 connector-box is set to
grounded-source and is connected to a NI-DAQmx PCI603SE interface card in the
PC.

Figure 50. Labview program written for the analysis

Using National Instruments Labview 7.1 a program is written for the analysis of the
signals as it is displayed in figure 50. Data acquisition is set to the following
parameters: 150 kHz sampling at 16 bits, signal range -10 to 10 volts.
This sampling frequency allows measurements of signals up to 75 kHz. Signals
above 50 kHz will not be present, as can be seen in simulation PS026.
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V1

V2

V(C2)
Figure 51. NI004: R > 1.797kΩ DC-equilibrium

V1

V2

V(C2)
Figure 52. NI005: R=1.797kΩ Period-1 cycle

V(C2)

V(C2)
Figure 53. NI006: R=1.721kΩ Period-2 cycle

Figure 54. NI007 R=1.712kΩ Period-4 cycle
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V1

V2

V(C2)
Figure 55. NI008: R=1.686kΩ Rossler Attractor

V1

V2

V(C2)
Figure 56. NI009: R=1.648kΩ Double-scroll attractor

V1

V2

V(C2)
Figure 57. NI010: R=1.396kΩ Double-scroll attractor just
before it dies.
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Vc1

Vc2

V(C2)
Figure 58. NI011: R=1.395kΩ Limit-cycle

Encountered problems
During the measurements a phenomenon was experienced called charge injection,
which occurs when one samples a series of high output-impedance sources with a
multiplexer. In this case the multiplexer is situated in the data acquisition card in
the PC. Multiplexers contain switches, usually made of switched capacitors. When a
channel, for example AI 0, is selected in a multiplexer, those capacitors accumulate
charge. When the next channel, for example AI 1, is selected, the accumulated
charge leaks backward through that channel. If the output impedance of the source
connected to AI 1 is high enough, the resulting reading can somewhat reflect the
voltage trends in AI 0. This caused a ‘ghost’ signal to appear in the scope graphs.
To circumvent this problem, voltage followers (constructed with op amps with unity
gain) were used for each high-impedance source before connecting to the data
acquisition card.
Further expirimental examination of the chaotic regime
In addition, an FFT measurement was conducted in order to examine the signals in
the frequency-domain.

Figure 59. NI012: FFT of voltage over C1
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Frequency analysis of voltage over capacitor C1, using FFT on a linear scale.
The bounded spectrum bandwidth (60dB) is roughly drawn from a close-up of the
graph at being 3750 Hz.
The total power consumption whilst operating in the chaotic regime was measured
using a Promax PD-693 multimeter: P = (9,1V • 4,2mA) + (9,8V • 4,0mA) = 77,42mW

Conclusions
The Chua circuit that was constructed using the double op amp configuration is
suitable for further experiments. Both the nonlinear negative resistor and the
oscillation circuit live up to the expectations and the measurements that were
conducted match the simulations. However there are some differences in the values
that were introduced by aspects such as modelling inaccuracies and tolerances.
Regime
DC-equilibrium
Period-1 cycle
Multi period cycle
Rössler-type attractor
Double-scroll attractor
Limit cycle

Range of resistor R
Simulation
Measurements
> 1.751kΩ ~ 1.751kΩ
> 1.797kΩ ~ 1.797kΩ
1.751kΩ ~ 1.655kΩ
1.797Ω ~ 1.721kΩ
1.655kΩ ~ 1.520kΩ
1.721kΩ ~ 1.686kΩ
1.520kΩ ~ 1.490kΩ
1.686kΩ ~ 1.648kΩ
1.490kΩ ~ 1.400kΩ
1.648kΩ ~ 1.395kΩ
1.400kΩ ~ 0Ω
1.395kΩ ~ 0Ω

Table 2. Differences between simulations and measurements

Table 2 shows the slight difference between the conducted simulations and
measurements. On average, the deviation in the borders of the regimes is:

⎡1,797 − 1,751⎤ ⎡1,721 − 1,655 ⎤ ⎡1,686 − 1,520 ⎤ ⎡1,648 − 1,490 ⎤ ⎡1,400 − 1,395 ⎤
⎢ 1,797
⎥ + ⎢ 1,721 ⎥ + ⎢ 1,686
⎥ + ⎢ 1,648
⎥ + ⎢ 1,400
⎥
⎣
⎦ ⎣
⎦ ⎣
⎦ ⎣
⎦ ⎣
⎦ ⋅100% = 5,23%
5
This number matches the tolerance on the used real passive components.
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3. Synchronization of Chua circuits
Introduction
Since the design of the circuit by Leon O. Chua that can produce chaotic regimes, a
lot of aspects from these chaotic regimes have been examined as well as their
possibilities for practical applications.
At the Universitat Politècnica de Catalunya (U.P.C.) experiments with chaotic lasers
have been performed, such as trying to synchronize them in different situations.
That is why for UPC it is interesting to see if similar results are obtained with the
synchronization experiments that are conducted with Chua circuits.
The results from this research can be used in other investigations for practical
implementations of the Chua circuit, such as secure communication.
The following section will describe the various synchronization experiments that
have been conducted during this final thesis at U.P.C.
Goals
In order to get a better idea of what exactly happens when two or more systems
are synchronized, multiple situations of synchronization between systems will be
investigated. The outcome of this research can then be used in applications like
secure communication with Chua circuits.
The goals for this part of the project can be formulated in the following way:
•

Primary goal:
o

•

To explore the regions of interaction, especially the region of
synchronization between coupled Chua circuits and to determine the
leading circuit in a coupling configuration.

Sub goals:
o

To explore the regions of interaction between two and three Chua
circuits, using Uni- and Bidirectional coupling.

o

To examine the possibilities for implementing an analog delay line.

o

To determine which circuit is leading with Bidirectional coupling and
under what circumstances by adding a delay in the coupling.
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Experimental setup
Uni and Bidirectional coupling
Generally speaking the coupling between two Chua circuits can be Unidirectional or
Bidirectional. The principles of these two forms of coupling can be explained most
easily by presuming the simplest situation in this matter, the synchronization of two
Chua circuits. Therefore, let’s suppose that there are two synchronized Chua
circuits.
For all coupling cases apply that only signals of the same kind can be coupled. This
means that for instance signal V1 can not be introduced at the terminal of signal V2
from the receiving circuit.
The reason for this is, as can be read in the preliminary investigation phase, V1 and
V2 are completely different signals. Therefore it is necessary to couple the circuits
with the same signal.
To couple this signal unidirectional means that it is introduced from the first Chua
circuit in to the second and that this second circuit does not have any influence on
the synchronization process.
Keeping this in mind, in a unidirectional way the systems will be coupled as
described in coupling configuration 1:
•

V1(system A) to V1(system B) or V2(system A) to V2(system B) (1)

With bidirectional coupling both circuits have influence on the synchronization
process. This can be done by coupling V1 and V2 in opposite directions, as
described below in coupling configuration 2:
•

V1(system A) to V1(system B) and V2(system B) to V2(system A) (2)

Another way of bidirectional coupling is to couple the same signal, V1 or V2 in both
directions. This yields coupling configurations 3 and 4:
•
•

V1 (system A) to V1(system B) and V1(system B) to V1(system A) (3)
V2 (system B) to V2(system Y) and V2(system B) to V2(system A) (4)

Of course, there are more combinations possible here as system A and B can be
reversed in all four coupling configurations.
However since it is assumed that both circuits have the same parameters and
therefore are more or less equal, these other combinations refer to the same.
All four described coupling combinations are illustrated below in the following
figure:
V1 to V1
A

B

A

B

(1)
A

V1

B

(2)
A

(3)

V2

B
(4)

V2 to V2

V1/2 to V1/2 (BID. 1 sig.)

Figure 60: Configurations of coupling between circuits: unidirectional, V1 or V2 (1), bidirectional with
both signals (2), bidirectional same signal with V1 (3), bidirectional same signal with V2 (4).
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Implementation of the coupling
As can be read in the previous section, there are four configurations of coupling
discussed. There, the coupling between circuits is illustrated as an arrow.
In the following is described how this arrow can be transformed into a practical
realization.
First of all, the list of the four configurations described earlier can be shortened to
three, because configuration 3 and 4 are actually of the same kind. The only
difference between them is the signal that is coupled. However, for the
implementation of the coupling there is no distinction between these two signals, it
is only the type of coupling that matters.
Therefore, as far as the implementation is concerned, the different manners of
coupling between the circuits are:
•
•
•

Unidirectional (V1 or V2)
Bidirectional, one signal (V1 or V2)
Bidirectional, both signals (V1 and V2)

In order to achieve synchronization only a small interaction current should flow
between the circuits. If the signal’s amplitude is too large, there should be spoken
of forcing and not of synchronization. Since the purpose of this investigation is to
find the region of synchronization, there is a need for a component with which the
current can be attenuated. If there is a variable resistor between the circuits, it is
possible to force them (zero attenuation, maximum coupling) and then attenuate
the current (decrease coupling) until the systems are synchronized. After this is
achieved, the current can be attenuated even more until synchronization is lost.
Then, the region of synchronization is found.
This coupling situation is illustrated below:
Rvar

A

B

Figure 61: Two Chua circuits coupled through a variable resistor

What may become clear from the illustration is that this implementation of coupling
only is appropriate for bidirectional coupling with one signal, since the two systems
can interact with each other via the resistor.
In a unidirectional case, there is only one circuit that is able to influence the
synchronization process. Therefore coupling the systems using only a resistor is not
enough; there is a need for a device that shields the other systems influence.
This can be achieved easily by adding an op-amp configured as a voltage follower
to the coupling. In this way, figure 61 can be redrawn as follows:
Rvar

A

B

Figure 62: Two Chua circuits coupled with one signal through a voltage follower and a variable resistor.

In figure 62 the triangle not only represents a voltage follower, but also the
direction of the coupling. In this case system A is directing system B through the
coupling. The voltage follower copies the voltage present at its input to its output,
after which the resistor attenuates the current where after it flows from - or to
system B.
The opamp however sources or sinks the current from system B. Therefore system
B is not able to influence system A.
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In order to shed some light on how the coupling is implemented the schematic of
the coupling implementation is shown below, as well as its simplified
representation.

Rc
Sender
Receiver

Schematic

Simplified representation

Figure 63: Practical realization of unidirectional coupling and its simplified representation with
couplingresistor Rc.

The simplified representation will be used further on in similar illustrations.
From the previous can be concluded that for bidirectional coupling a simple variable
resistor can be used, and for unidirectional coupling a resistor in combination with a
voltage follower.
However the coupling implementation with the voltage follower can also be used for
bidirectional coupling. In this case, the first possibility is to couple one signal
bidirectional as shown in figure 61, although then with voltage followers in both
directions.
This is shown in the following illustration:

A

B

Figure 64: bidirectional coupling of two Chua circuits with one signal, using the implementation with
voltage followers.

Now, the single coupling resistor as illustrated in figure 61 is divided in two
unidirectional couplings. This situation seems to be the same as both systems can
still influence each other through their own coupling.
This is indeed the case if the resistors in both couplings have the same value.
However, the advantage of this setup is that the signals of both systems can be
adjusted and therefore have their own influence on the synchronization process.
Now, it is possible to fix the value of one resistor and increase the second from zero
to infinite (where infinite is equivalent to pulling out the resistor). Afterwards the
first resistor is increased with a certain step size, whereupon the second resistor is
again increased from zero to infinite. This process can be repeated until a clear
image is obtained about the region of synchronization for bidirectional
synchronization with one signal. Also it shows whether the synchronization in both
ways is similar.
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The same can be done when two systems are coupled bidirectional with two
signals. In that case the following setup is obtained:
A

B

Figure 65: bidirectional coupling of two Chua circuits with two signals, using the implementation with
voltage followers.

In this case, V1 is coupled in one direction and V2 in the opposite. The purpose of
this setup and the way it is performed is the same as the previous one, namely to
obtain an image of the course of synchronization with bidirectional coupling
although then with two signals. Also the outcome of this experiment can be
compared with other ones in order to see if better synchronization results are
obtained or not.
Notice that for bidirectional coupling with two signals the same can be done without
using the implementation with voltage followers. In this way a similar setup to
figure 61 is obtained, however with two resistors using a single one for each signal.
This is illustrated in the following figure:
Rvar1

A

B
Rvar2

Figure 66: Bidirectional coupling with two signals without using voltage followers.

Summarized, the different types of coupling and their implementations can be listed
as follows:
•

Unidirectional coupling of V1 or V2: only one system influences the other,
using the implementation with a voltage follower in combination with a
variable resistor.

•

Bidirectional coupling with one signal, V1 or V2: Both systems have
influence on synchronization with the same signal. This coupling type has
two implementations:
o
o

•

With voltage followers using two resistors to alter the influence of
each system.
Without voltage followers using one single resistor.

Bidirectional coupling with two signals, V1 and V2: both systems have
influence on the synchronization each using a different signal. Also this
coupling type has two implementations:
o
o

With voltage followers using two resistors to alter the influence of
each system and its coupling signal.
Without voltage followers using a resistor for each signal.
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Delay between Chua circuits
By performing a coupling experiment with two or three Chua circuits, the
synchronization region for that specific configuration with two or three circuits can
be found. For the case with bidirectional synchronization, it depends of the value of
the coupling whether a circuit is leading or not.
But what if the coupling remains fixed during synchronization? How would it be
possible to tell which circuit is leading the other(s)?
To be able to give an answer to these questions a delay must be added in the
coupling. When there is the same delay and coupling between the circuits, in the
course of time can be seen which circuit is leading.
For example let’s take a look at the following figure:
B

A

C

Figure 67: Triangular configuration of three Chua circuits with bidirectional coupling with one signal.

Suppose that in figure 67 circuit A is leading and there is a delay between the
circuits of 5 ms. If the signals from all three circuits are plotted underneath each
other, from 0 until 5 ms there would be three different signals to be displayed.
However after 5 ms circuit B and C will begin to produce the same signal as circuit
A. Then it is clear that circuit B and C are adapting their signals to circuit A,
indicating that A is the leading circuit. Suppose that B is the leading circuit, then
after 5 ms circuit A and C would be adapting their signals to circuit B.
In this way the leading circuit of a configuration can be determined.
Unfortunately several problems were encountered when investigating the
possibilities or implementing a delay line. This means an appropriate way to
introduce a delay between the circuits, which means that this experiment cannot be
conducted.
Nevertheless, later on the options for a delay line that were considered are
discussed with a motivation why they could not be implemented.
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Data aqcuisition
The data is obtained from the circuits using a Labview program written for this
purpose in combination with National instruments PCI-6035E Data Acquisition Card.
This card has 16 analogue inputs which can be sampled with a maximum of
200 kHz.
In order to determine what sample rate is needed to get accurate enough
measurements a Fourier analysis has been performed on the input signal.
The Fourier analysis showed that the highest frequency present in the chaotic
signals that the Chua circuits produce is approximately 6 kHz. This shows that the
amplitudes after 6 kHz are very small and that therefore the frequencies after
6 kHz are not of much importance.

Figure 68: Fourier analysis of the Chua signals V1 (white) and V2 (red) in Labview.
Left: frequency versus dB, right: frequency plotted versus amplitude, spectrum zoomed in 10 times.

According to the theory of Shannon, the sample rate should be equal to:

f s = f max × 2
Theoretically speaking this means a sample rate of 12 kHz would be sufficient in
order to perform measurements with an acceptable accuracy.
Nevertheless in principle it would be the best to choose the highest sample rate
possible to prevent the danger of aliasing. For this it is better to use a factor 10
thereby increasing the sample rate to 60 kHz, so the data can be reproduced
accurately without being troubled by aliasing.
However, since the spectrum does not stop at 6 kHz and the NI card can handle a
sample rate of 200 kHz, it is better to increase it even more.
What should be kept in mind when doing so is that increasing the sample rate takes
a lot of the computers performance, especially when a complex graphical user
interface is used. Then, the computer has to acquire the data at a high rate and
display it in several graphs on the same time. This demands quite a lot from its
internal memory and CPU.
Since there is a margin present between the minimum of 60 kHz and the maximum
of 200 kHz, the sample rate is chosen in a compromise between the computers
performance and the acquired data.
The first sample rate that was tried out was the actual sample rate needed:

f s = 75 × 2 = 150 KHz
It appeared that the computer was capable of handling this sample rate in
combination with the graphical output, therefore all measurements were performed
at a sample rate of 150 kHz.
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Acquired data
The signals that have been measured are the voltages over capacitor C1 or
capacitor C2 in the oscillation part of each Chua circuit in the experimental setup.
This is shown in the following schematic:

Figure 69: Measurement points of the oscillation part of the Chua circuit

From every circuit in the experiment one of these signals is measured, for every
circuit the same type, V1 or V2. Which signal depends on the sort of experiment
that is performed.
The signals are measured using coax cables with clamps. Probes were not used
since only attenuating 1:10 probes were available. This attenuation is not desired
as it is possible that a slight difference in attenuation between the probes affects
the quality of the measurements.
Normally probes give better results because of their shielding from distortion in the
environment. In this case, the measured signals have a relatively low frequency (6
Khz), therefore the influence of noise is little.
From every measurement the following data is saved:
•
•
•

Time series V1 or V2 of system A
Time series V1 or V2 of system B
Time series V1 or V2 of system C (in the case with three Chua circuits)

With the time series the signals can be reproduced with programs as Excel and
Origin for further analysis.
Also the cross-correlation function can be calculated from the time series using a
C program for this purpose. The source code of this program is shown in
appendix B.
The cross correlation function of two signals tells something about the quality of
synchronization between them.
In short terms cross correlation can be described as a comparison of different
waveforms to quantify their similarity, expressed in a number between 0 and 1.
For example consider two series x(i) and y(i) where i=0,1,2...N-1. The cross
correlation r at delay d is defined as:
i = N −1

r (d ) =

∑ [( X
i =0

i

− mX ) ⋅ (Yi −d − mY )]

i = N −1

i = N −1

i =0

i =0

2
∑ ( X i − mX ) ⋅ ∑ (Yi−d

− mY )

2

The denominator in the expression above serves to normalise the correlation
coefficients such that -1 <= r(d) <= 1, where the bounds indicate maximum
correlation and 0 indicating no correlation. A high negative correlation also indicates
a high similarity, however in this case the series are in anti-phase.
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In the figure displayed below, the two rectangular series in blue and green are the
compared signals; the correlation is shown in red.
The maximum correlation is achieved at a delay of 3. Considering the equations
above, what is happening is the second series is being slid past the first, at each
shift the sum of the product of the newly lined up terms in the series is computed.
This sum will be large when the shift (delay) is such that similar structure lines up.
This is essentially the same as the so called convolution except for the
normalisation terms in the denominator.

Figure 70: crosscorrelation
between two time-series

For the experiments with one couple resistor (unidirectional and bidirectional with
one signal without op-amp) also the following data is saved:
• RMS value from system A
• RMS value from subtraction of (V1a – V1b)
The RMS value from the subtraction of (V1a – V1b) can be used to determine the
deviation in Volts between the two signals measured over V1 in this case.
When dividing the RMS subtraction value through the RMS value of one input (in
this case system A) and multiplying it with 100, the deviation in percentage is
obtained. This is also possible by saving the peak to peak value instead of the RMS
value. However, when taking the peak to peak value the result will be similar to a
“worst case” scenario. Namely, the function that calculates peak to peak values in
Labview only measures the difference between the highest spikes in the signal.
Since an average of the subtraction gives a more overall impression from the
course of synchronization, it is preferable to take the RMS value.
As an example the following graph illustrates the difference between taking the
RMS and the peak to peak value in Labview. This graph taken from the Labview
front panel shows the subtraction between two Chua circuits and its concurring RMS
and peak to peak value.

Peak to peak:
0.229 Volts
RMS:
0.034 Volts

Figure 71: subtraction of Chua
circuit X – Y and its associated
RMS and peak to peak value
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Results of coupling experiments
This paragraph is about the results of the various coupling experiments that were
performed during this thesis. For every experiment is explained how its Labview
program functions and which information is gathered with it. Hereafter this
information will be displayed using graphs to illustrate the course of
synchronization.
In the previous the systems that are illustrated in figures as described in the
section about the implementation of the coupling are indicated with A and B. Please
note that in the following the signal measured over system A will be referred to as
signal X, and the signal of system B as signal Y.
This seems a bit confusing; however it is just a short way to tell which signal is
from which system. It is not possible to name these signals by their connection
terminals V1 or V2, because this would indicate that the signals from both systems
are the same. This is certainly not the case when both systems are unsynchronized;
therefore there is a need for separate indicators for both systems.
Unidirectional coupling of V1 and V2 between two circuits
The first experiment that was performed is the unidirectional coupling of V1
between two Chua circuits.
First of all it was necessary to get an idea of what happens between the circuits
with certain values for Rc, so it is known what approximately can be expected when
trying to synchronize two Chua circuits in reality. Because of this some simulations
in Pspice have been performed.
In these simulations two double op-amp Chua circuits have been coupled through
the schematic displayed in figure 63 with signal V1. Also a switch has been added
at the sender’s side so that the influence of the coupling can be enabled at a certain
time. This yields the following setup:
t = 5ms

V1

A

Rc

V1

B

Figure 72: simulation setup for unidirectional coupling of V1 with two circuits.

During this experiment coupling resistor Rc was increased from 0 to 200 kΩ with
certain step sizes, where the value of the step size was dependent of the obtained
result. From every simulation of Rc signal V1 from both circuits is measured as well
as the current flowing through the coupling resistor.
The simulations proved not only that this way of coupling functions correctly, but
also that there are three regions of interaction between the circuits which are:
•
•
•

Synchronization: approximately same phase and amplitude
Oscillations: large difference in phase and amplitude
Sync loss : difference in phase, small difference in amplitude

The first state, the synchronization state simply means that system B is
synchronized to system A. In this state the signals are in phase and of
approximately the same amplitude.
What also can be seen in this state is that the current through Rc is a damped
oscillation. From the moment that the switch closes system B is synchronizing to
system A, thus making its signal equal to A. This results in a decrease of potential
across Rc (eventually to zero when perfectly synchronized), which itself results in
less current flowing through it.
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An example of this synchronization process is displayed in the following simulation
result:

Figure 73: simulation result with Rc = 1.8kΩ. Upper figure I(Rc) against time,
lower figure: V1(Chua A, red) and V1(Chua B, green) against time.
Transient settings: print step: 100ns, final time: 15ms, step ceiling 1us.

As can be seen in the figure, before 5ms there is no synchronization because of the
closed switch, when the switch is closed the synchronization “struggle” begins. This
results in an oscillating current through resistor Rc, which dampens to a negligible
value when the circuits are synchronized. In simulations it appeared that this state
is achieved for Rc ≈ 0 to 2.2 kΩ.
The oscillation state is a state where the circuit that is to be synchronized begins to
oscillate with a harmonic frequency. This means that this circuit does not produce a
chaotic signal anymore.

Figure 74: simulation result for Rc = 20kΩ. Upper figure: I(Rc) against time, lower figure: V1(Chua A,
red) and V1(Chua B, green) against time.
Transient settings: print step: 100ns, final time: 15ms, step ceiling 1us.

What can be seen here is that the amplitude of the signal is swept up to
approximately 4 volts, where the signal remains stable in a harmonic oscillation.
This region applies for Rc ≈ 5 until 45 kΩ.
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In the sync-loss state there is simply no talk of synchronization anymore. In this
state Rc’s value is too large which means that it attenuates the introduced signal to
much for system B to synchronize.
Therefore both systems produce different chaotic signals, as can be seen in the
following simulation result:

Figure 75: simulation result for Rc = 200kΩ. Upper figure: I(Rc) against time,
lower figure: V1(Chua A, red) and V1(Chua B, green) against time.
Transient settings: print step: 100ns, final time: 15ms, step ceiling 1us.

The sync-loss region begins more or less at 50 kΩ until an infinite value for Rc.
Now it is clearer what happens when two Chua circuits are coupled together with
different values for Rc, the actual unidirectional coupling experiment of V1 can be
performed. The setup of this experiment is shown below:
Rc,V1x

A

B

Figure 76: unidirectional coupling of V1 with coupling Rc

The experiment is quite simple: in the beginning coupling resistor Rc is set to its
minimum value which is equivalent to forcing. Then the resistor is increased with a
certain step size, thereby attenuating the introduced signal V1. This is done until a
clear image is obtained about the course of synchronization.
The step size depends of the region which is examined as will be explained later on.
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For the measurements on the circuit the following Labview program was used:

Figure 77: blockdiagram from the measurement program in Labiew

The obtained data from the circuits is read in the computer with the help of the
Data Acquisition Assistant (DAQ). As explained earlier this is done with a sample
rate of 150 kHz. The data line from the DAQ is split into two separate signals from
both systems signal X and signal Y.
These two signals are connected to an XY graph block so the change of
synchronization can be examined while the program is running. The signals are also
connected to a subtraction block which performs the operation (X-Y).
This subtraction is sent to an Amplitude and level measurements block, where its
RMS value is determined.
The same is done with the A input, which is also connected to an Amplitude and
level measurements block. The RMS value from the X input and the subtraction of
X-Y are then written to a Labview measurement file.
As can be seen in the left lower corner of the Block diagram, the iteration of the
while-loop which surrounds the program is set to 50. The RMS values from the X
input and the subtraction is written to the Labview file once per loop, which means
that in the end a file is obtained with 50 RMS values for these two inputs.
The reason for doing so is that the chaotic signals are varying quite a lot in time,
which means that the RMS value per loop is never exactly the same.
Therefore in order to increase the accuracy of the measurements, the loop runs 50
times where after the average of the obtained 50 RMS values is calculated, which
gives a more global impression.
These averages can be calculated in Excel where after they are displayed in a
graph.
Also the time series are saved from the signals. For this the X and Y inputs from the
DAQ are connected to their own Write measurement file block. These write
measurements block can be enabled with a simple switch. When enabled for 1
second, 150.000 samples of the two signals are stored in a measurement file,
which is more than enough to determine the cross correlation between the two
signals. For the cross correlation is does not matter at what point the time series
are saved, as long as it happens at the same time.
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The Labview program as described above ran for 45 values of Rc between 0 and
infinite (where infinite is equal to pulling out the resistor).
The value of Rc is increased every measurement with a certain step size.
The value of this step size depends on the region of interaction that is examined.
For example the synchronization region is the most interesting, therefore the step
size in this region is small (0.5kΩ) in order to give a clear image of the course of
this region. For the oscillation and sync loss region the step size increases from 2kΩ
to eventually 100kΩ. These regions are less important, it is only necessary to give
an impression of what happens when the coupling resistor is increased too much.
Also, these regions will not be used in our application with secured communication
because the circuits need to be synchronized for this purpose.
During this experiment the three regions of interaction were seen similar to the
simulation results. For every region this is shown on the hand of the XY graph
where A is plotted against B. Also the signals V1 from both circuits are plotted
versus time to illustrate what the XY graph consists of.

Synchronization region: 0KΩ - 4.5KΩ
Snapshot taken at Rc = 3KΩ

Oscillation region: 5KΩ - 42KΩ
Snapshot taken at Rc = 42 kΩ

Sync loss region: Rc = 46KΩ - ∞KΩ
Snapshot taken at Rc = 46 KΩ

Figure 78: the three interaction regions for unidirectional coupling of V1; for all three regions the signals
X and Y, and their XY graph. Amplitudes are expressed in Volts, time is plotted in seconds. X-axis of the
XY graphs is expressed amplitudes.
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In figure 78, the XY graph of the synchronization region shows a straight line.
Clearly this is the result of the two equal signals from both Chua circuits which are
plotted against each other in the XY graph. Therefore this straight line tells that
there is synchronization between the circuits.
The XY graph from the oscillation region shows a figure more similar to a square
which is the result of the oscillation that is measured from circuit B.
When the resistor Rc is increased even further, the synchronization between the
circuits is lost. This results in a XY graph that shows four points; every point
resembles the two dc-points of the signals.
With the RMS values from the x input and the subtraction of both signals it is
possible to calculate the deviation in percentage between the signals.
In formula shape this can be described as:

Dev.(%) =

RMS _ sub
× 100
RMS _ a.

The deviation in percentage was calculated for all RMS values obtained with the 45
measurements of Rc. This resulted in the following characteristic:
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Figure 79: Rc plotted versus deviation in percentage for unidirectional coupling of V1.

The figure shows that the synchronization region lies between Rc = 0 to 4.5kΩ. In
this region the deviation increases more or less linear from 1 to 5%.
For Rc = 5 to 42 kΩ it jumps to the oscillation region where the difference between
the chaotic signal of A and the harmonic oscillation of B yields a large value for the
subtraction. This results of a deviation of more than 100%, since now there are two
completely different signals compared. Both signals do not only have a difference in
amplitude at this point, but also in phase.
From 44 to ∞kΩ there is no talk of synchronization anymore; X and Y are both
different varying signals. During this sync loss region the deviation increases from
approximately 100 to 130%. The deviation here is also higher than 100% because
of a difference in phase between the signals. However the amplitudes are
approximately the same, therefore the deviation is not as high as in the oscillation
region.
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In order to compare the coupling quality between the coupling of V1 and V2, the
same experiment has been conducted when both circuits are coupled unidirectional
with signal V2.
The experimental setup is still the same as shown in figure 76, which means that
signal V2 is coupled from circuit A to circuit B. However in order to compare both
experiments, V1 is measured from both circuits.
What can be seen in this experiment with the coupling of V2 is that the course of
synchronization quite differs from the coupling with V1. To give an impression how
this exactly differs some snapshots from the experiment are shown below:

Sync region: 0KΩ to 1 kΩ.
Snapshot taken at Rc = 1kΩ

Oscillation region: 1.5KΩ to 10kΩ
Snapshot taken at Rc = 2.5kΩ

Oscillations
on top of V1
differ from
original
signal

Sync loss region: 12KΩ to ∞ kΩ
Snapshot taken at Rc = 16kΩ

Figure 80: The three interaction regions for unidirectional coupling of V2; for all three regions the signals
X and Y, and their XY graph. Amplitudes are expressed in Volts, time is plotted in seconds. X-axes of the
XY graphs are amplitudes.

What becomes clear from these snapshots is that by coupling the circuits with V2
yields poorer synchronization as with the coupling of V1. Already for Rc = 1kΩ the
synchronization between the circuits is of bad quality. At Rc = 2.5kΩ a XY graph
similar to the one of the sync loss region is obtained. However this is also a sort of
oscillation region, circuit B’s oscillations on top are not of a normal Chua signal.
This can be seen when compared to the input of circuit A.
This region is quite small, after a relatively low value for Rc, 6kΩ, the sync loss
region has been reached.
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Also for the unidirectional coupling of V2 the deviation in percentage is calculated
for all 45 values of Rc. This characteristic is plotted together with the characteristic
from the coupling of V1. In this way, the difference in coupling quality between
signals V1 and V2 is illustrated:
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Figure 81: Rc plotted versus deviation in percentage showing the difference in quality between coupling
of V1 and V2.

When looked at the synchronization region, it is clear that the coupling of V1 yields
a better synchronization than the coupling of V2. Already at 0.5kΩ the coupling
with V2 yields a deviation between X and Y of approximately 37%.
Between 0 and 4.5kΩ the deviation with the coupling of V1 does not increase very
much which is in contradiction with the coupling of V2. Here, the deviation in this
region already crosses the 100% border, and its derivative is much larger.
Further on, between 4.5kΩ and 10kΩ a bumpy area can be seen in the
characteristic of V2. This is the oscillation region which is rather smaller then the
one in the characteristic of V1.
After this area the systems become unsynchronized. Now, the deviation becomes
steadier at a value where it is similar to the coupling with V1 at ∞kΩ.
With the time series that were saved during these experiments also the cross
correlation between signal X and Y for each value of the resistance that was
measured. When these cross correlation figures are plotted versus their resistor
value the following graph is obtained:
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Figure 82: all values of Rcoupling plotted versus their corresponding cross correlation value for the
unidirectional coupling of V1 and V2.
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When observing the cross correlation, remember that perfect similarity between
two signals is expressed with a 1, and no similarity with a 0.
Therefore when the graph of deviation in percentage is compared to the correlation
characteristic it seems that they are each others opposite, however they show the
same course of interaction.
Also in figure 82 can be seen that for a value for Rc of 0 to 4.5kΩ the circuits are
synchronized. However what can be seen better in this graph is that for Rc = 1.5
and 2kΩ the cross correlation is the best at approximately 0.99.
Also in this characteristic the oscillation and sync loss region lay between the same
values for Rc as when expressed in deviation in percentage.
This means that two different approaches of expressing the course of interaction
show the same results, which confirms their reliability.

Conclusions
After these unidirectional experiments with V1 and V2 the following conclusions can
be drawn:
•

Coupling signal V1 yields much better synchronization results then to couple
signal V2

•

Best synchronization results are obtained with V1 coupled for Rc = 1.5 to
2kΩ.

•

It has little use to perform more coupling experiments with only V2 as the
quality of synchronization with this signal is poor.
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Bidirectional coupling of V1 without voltage followers
The third experiment with two Chua circuits that was performed is the bidirectional
coupling of V1 without voltage followers.
This means the two Chua circuits are coupled only via a single coupling resistor,
which yields the following setup:
Rc
V1y
V1x
B
A
Figure 83: Bidirectional coupling of V1 with two circuits without voltage followers

For this experiment the same Labview program is used as the one with
unidirectional experiments. Therefore the same information is gathered with it,
which are the time series of the signals X and Y and the RMS value of the X input
and the subtraction from X-Y.
Also in this experiment coupling resistor Rc is fixed in the beginning at 0kΩ where
after it increased with a certain step size. Again, the value of this step size depends
of the region that is examined. In the synchronization region the step size is small,
in the other two regions which are less important the step size is larger.
The expectation is that the synchronization region should be larger, as both
systems now have influence on the synchronization process.
This appeared to be the case, since it was necessary to perform measurements for
53 values of Rc, caused by an increase of the synchronization region.
The snapshots of the synchronization and the sync loss region look the same as
shown in the section of the unidirectional experiments; therefore they will not be
displayed again. Nevertheless the oscillation region does show a different picture:
Oscillation region: 10.5KΩ - 30KΩ
Snapshot taken at: 11KΩ

Figure 84: the oscillation region for bidirectional coupling without voltage follower, showing separate
signals X and Y and their XY graph. Amplitudes are expressed in Volts, time is plotted in seconds. X-axis
of the XY graphs is plotted amplitudes.

Since both systems are able to influence each other as there is no voltage follower
between them, both systems begin to oscillate approximately with the same
frequency and a small difference in phase. Probably one circuit that starts to
oscillate first is now forcing the other to oscillate too, as these oscillations have
larger amplitudes than chaos signals. Therefore the capacitor C1 in the forced
circuit is driven to follow the oscillations amplitude.
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This also means that the deviation characteristic of this experiment has another
shape then the one with the unidirectional experiments. For this characteristic the
deviation has been calculated for the 53 values of Rc in the same way as before.
Bidirectional coupling of V1 without voltage followers
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Figure 85: Rc plotted versus deviation in percentage showing the course of bidirectional coupling of V1
without voltage followers.

As can be seen in the figure, the synchronization region is twice as large as with
unidirectional coupling, it goes from 0 to 10kΩ. The deviation in this area is at its
smallest 1.7% at 0kΩ, and has a maximum of 5.6% at 10kΩ.
For the oscillation region it seems that the deviation is almost as small as in the
synchronization region. This is caused by the fact that in this case both systems
start to oscillate in the same way, as they can interact with each other because of
the absence of a voltage follower. Nevertheless, in this case they are a harmonic
waveform and do not have a chaotic regime anymore, therefore there can not be
spoken of synchronization in this region.
For the region of 31kΩ until ∞kΩ there is no synchronization anymore.
Also for this experiment the cross correlation was determined for all the obtained
time series. When Rcoupling is plotted versus these cross correlation values, the
following graph can be shown:
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Figure 86: Values of Rcoupling plotted versus their corresponding cross correlation value for the
bidirectional coupling of V1.
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Also in this experiment can be seen that when comparing figure 86 with figure 82 it
can be seen that they are each others opposite, the same as in the unidirectional
experiments of V1 & V2.
From the graph can be determined that the best correlation is obtained between 1
and 4.5kΩ with average of 0.99. After 4.5kΩ the correlation decreases to a value of
0.91 for Rc = 10kΩ. Then the circuits enter the oscillation region which in this case
also lasts until Rc = 31kΩ. Notice that the high correlation value in this region is a
result of the similarity between the harmonic oscillating signals. This is the same as
in the graph where deviation is plotted in percentage.
For the synchronization loss region applies that the average correlation is
approximately 0.2.

Conclusions
For now the following conclusions can be drawn from this experiment:
•

Without the voltage follower synchronization is maintained longer, which
means that Rc can be increased further until synchronization is lost then
with the unidirectional experiments of V1 & V2.

•

The synchronization region lasts from 0 to 10kΩ.
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Bidirectional coupling of V1 with voltage followers
The fourth experiment that was conducted is the bidirectional coupling of V1 with
voltage followers. This means the circuits are now coupled in both directions by two
resistors and voltage followers. The setup is illustrated below:
Rc1

A

V1y

V1x

B

Rc2

Figure 87) bidirectional coupling of V1 with voltage followers.

In principle the goal of this experiment is to obtain a graph of Rc1 plotted versus
Rc2 to see if the result is a symmetrical course of synchronization. Meaning that
when Rc1 and Rc2 are plotted versus each other, a synchronization region is
obtained that is for both resistances the same size. If not that maybe something
else occurs due to interaction between both circuits. For this it is necessary to
determine the border where synchronization is lost.
However in our opinion it would be nice as well to not only give an idea of the
region where synchronization is lost, but also where the synchronization remarkable
deteriorates. Clearly the synchronization decreases always when Rc is increased,
however the idea is to give an interpretation of where both signals start to deviate
strongly.
For this a subtraction value is chosen for which the synchronization noticeable
begins to decrease. As can be seen in previous experiments the XY graph shows a
straight thin line when both systems are synchronized. It appeared that the line in
the XY graph started to differ greatly compared to XY plots for low values of Rc
when the RMS subtraction value is greater then 0.1 Volts.
Therefore this value was chosen as the threshold for synchronization decrease.
During this experiment Rc1 is fixed at a certain value where after Rc2 is swept from
zero to a value where the subtraction is greater than 0.1 Volts. Then the value of
Rc2 is measured. After this Rc2 is increased even more until synchronization is lost
and its value is measured again.
For every measurement Rc1 is increased with a certain step size, where after the
sweep of Rc2 is repeated. Also in this experiment the value of the step size
depends of the region of interaction that is examined.
The Labview program for this experiment is shown below:

Figure 88) Labview blockdiagram for
bidirectional experiments with
voltage followers
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As can be seen in figure 88, the RMS values of the X input and the subtraction
value are no longer recorded in a Labview measurement file. The write file block is
replaced by a simple LED which is activated when the subtraction value reaches a
value higher then 0.1 Volts. In this way the resistor value where synchronization
deteriorates can be measured every time at approximately the same point. This
approach is not really accurate; however keep in mind that the purpose is only to
give an idea of the border where after synchronization decreases.
The X and Y inputs are recorded for every measurement, for the point where the
synchronization decreases as well as for the point it is lost. However in contrast
with previous experiments there is no use to dispute the cross correlation as all the
time series are taken at two points that are for every measurement the same. In
this way, a graph would be obtained that shows two straight lines at two cross
correlation values, which makes not much sense to display. Nevertheless the time
series are recorded so the dynamics for every measurement of this experiment can
be reproduced later on for further study.
In order to illustrate the graphical user interface and what a value of 0.1 volts for
the RMS subtraction exactly means the following snapshot of the Labview
frontpanel is displayed:

Figure 89: frontpanel of the Labview program for Rc1 = 4kΩ and Rc2 = 93.8kΩ; showing signals
X (white) and Y (red) combined the subtraction of X-Y, the XY graph and the two signals separate.
Amplitudes are expressed in volts, time in seconds. (X axis of XY graph is amplitude in Volts)

Figure 89 shows an example of the point where the synchronization decreases. In
the XY graph can be seen that the line is starting to expand to another region of
interaction, which in this case would be the oscillation region. Also when looked at
the separate signals X and Y, it is already visible that the oscillations on top of
signal Y are different from those of signal X. This confirmed by the combined graph
of X & Y, where already a distinction in amplitude between the two signals is visible.
This is distinctive for the beginning of the border where the synchronization starts
to deteriorate rapidly.
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During this experiment 33 measurements were made. When all the results of these
measurements are displayed in a figure of Rc1 versus Rc2, a characteristic is
obtained that shows the synchronization, sync decrease and sync loss region.
This figure is illustrated below:
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Figure 90: Rc1 plotted versus Rc2 showing the synchronization, sync decrease and sync loss region of
bidirectional coupling of V1 with voltage followers.

In figure 90 the area from 0 to 4.5kΩ left of the blue characteristic is the region
where Rc1 has the most influence on the synchronization. For the area on the right
and underneath the blue characteristic yields that Rc2 is responsible for the
synchronization.
The area between the blue characteristic is the sync decrease area. In this region
the subtraction from X-Y goes from 0.1 volts to a value where synchronization is
lost. Which resistor is responsible for the synchronization (which is poor but still
there) is defined the same as for the area under the blue line.
When the red line is crossed there is no longer talk of synchronization. In this
region one of the two or both systems are oscillating, or they exhibit their own
different dynamics. Close to the red line in this region there are oscillations, further
away from it both systems act separately, earlier described as the sync loss region.
There was no effort made to find the sync loss region because the purpose of this
experiment is to find the border where synchronization is lost.
Note that the blue characteristic ends at a value of Rc2 is equal to 200kΩ. Actually
the blue line goes to an infinite value; meaning that the influence of Rc2 in the
region for Rc1 is 0 to 3.5kΩ is negligible, since the synchronization remains intact
through Rc1.
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Figure 85 does not display very well that the course of synchronization for Rc1 and
Rc2 is more or less symmetrical due to the scaling. However if the scaling is
adjusted in a way that both axes are scaled the same it is possible to see this
similarity. The reason that this was not done earlier is that when the axes are
rescaled the sync decrease region is hard to see.
But when the axes are rescaled and only the sync loss border is displayed it can be
seen clearly that the synchronization in both directions is approximately equal.

Sync loss

Sync

Figure 91: rescaled characteristic of the sync loss border. Rc1 plotted versus Rc2 for 0 to 50 kΩ.

Bidirectional coupling of V1 and V2 with voltage followers
In the previous experiment V1 is coupled bidirectional with a voltage follower for
each resistor. In this experiment two different signals will be coupled bidirectional;
V1 from system A to B, and V2 from system B to A. Therefore the goal of this
experiment is not to examine if the course of synchronization is symmetric. This
could also never be the case because now two different signals are coupled.
The point of performing this experiment is that this configuration will be used in the
experiment with three Chua circuits; therefore it is good to know what can be
expected when Chua circuits are coupled in this way.
This experimental setup is illustrated below:
V1x

Rc1

A

B
Rc2

V2y

Figure 92: bidirectional coupling of V1 and V2 with voltage followers.

This experiment is done in a similar way as with the bidirectional coupling of V1,
which means that the measurements and their execution are done in the same
way.
Therefore also in this case Rc1 will be plotted versus Rc2 as in the previous
experiment. The forecast is that the result of this experiment is quite the same as
the previous one, although the coupling influence of Rc2 in this case will be less as
it couples V2.
As has been seen in the unidirectional coupling of V2, the synchronization with this
signal is poor; therefore the influence of Rc2 in this experiment will be small.
The expectation is that as with the bidirectional coupling of V1, in the beginning
both systems will be synchronized by signal V1 through Rc1 until 4 or 4.5kΩ.
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After one of these values the synchronization will be lost through Rc1 and the
circuits will be synchronized by V2 through Rc2. However the synchronization will
not be maintained long since the quality of coupling with V2 is worse then with V1.
Also for this experiment 33 measurements were performed. The results of these
measurements are plotted in the figure below:
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Figure 93: Rc1 plotted versus Rc2 showing the synchronization, sync decrease and sync loss region of
bidirectional coupling of V1 and V2 with voltage followers.

As can be seen in this figure the results are quite as what was expected. Through
Rc1 the synchronization is maintained until 4.5kΩ. For this value of Rc1 resistor Rc2
can be increased until 21.4kΩ where after the synchronization decreases.
As expected after this it is hard for higher values of Rc1 to maintain the
synchronization between both systems. Now, the decrease region is achieved much
earlier then with the bidirectional coupling of V1, which also proves that the course
of synchronization is not symmetric.
Conclusions
After these two experiments the following conclusions can be drawn:
•

When coupling V1 bidirectional with voltage followers, the course of
synchronization is symmetric. There is no interaction between the circuits
that let the synchronization deviate largely in a certain way from
unidirectional coupling. For both resistances applies that approximately the
same course of synchronization is maintained as with unidirectional coupling
of V1.

•

For the bidirectional coupling of V1 & V2 also no interaction is present, the
course of synchronization is as was expected at the beginning. Now it is
known what exactly happens with this configuration, it is possible to use it in
the experiments with three Chua circuits.
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Coupling experiments with three Chua circuits.
Now more is known about the course of synchronization between different
configurations with two Chua circuits, it is possible to conduct the experiment with
three Chua circuits.
In the three Chua experiment the goal is to learn more about the route to
synchronization and the possible synchronizing scenarios. In this experiment there
are two kinds of circuits, the central one (with two injections) and the outer ones
(with only one injection), therefore it is reasonable to expect differences between
their behavior.
A possible situation is to observe synchronization of the three elements, in the
same way as it has been observed for the case with two coupled Chua’s.
Nevertheless, another possible situation could be investigated: due to the
symmetry of the circuit, it could be expected that synchronization only occurs
between the outer Chua’s when the central one has slightly different parameters.
This kind of synchronization has been recently studied by the group of Nonlinear
Dynamics and Lasers of the U.P.C. in collaboration with German and Balearic Island
Universities. The results presented in this work showed that two chaotic systems
can be synchronized through a relay system which is performing different
dynamics 4.
As said earlier the circuits will be connected bidirectional through V1 and V2 with
voltage followers. The experiment setup with this configuration is as follows:
Rc2

V1x

Rc3
V1z

A

C
V2x

Rc4

Rc1

V2z

V1y

V2y

B
Figure 94: experiment setup for the three Chua experiment. System B is unidirectional connected to
system A and C with voltage V1. System A and C are unidirectional connected to system B with voltage
V2.

In this experiment it is tried to let system A and C to produce the same dynamics
while system B exhibits another regime of chaos. Notice that in this configuration
systems A and C are coupled through system B, so they can not interact with each
other directly. Nevertheless in the experiment with the lasers it was possible to
achieve this situation. U.P.C. is interested if the same can be achieved with Chua
circuits.
For this a region needs to be found where circuit B is influencing
A and C, but is not synchronizing them to itself. In this way the systems A and C
produce the same dynamics, however circuit B is still producing its own chaotic
signal. In other words, in this case circuit B acts as a sort of controller for circuit A
and C.
This is why circuit B is connected to system A and C by voltage V1, as this signal
has the most influence on the interaction between coupled Chua circuits.
4

For more details see: http://segre.upc.es/xarxa06/abstracts.html#buldu
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This is also the reason that circuit A and C are connected with voltage V2 to circuit
B as signal V2 has less influence on the interaction.
In order to find this region as explained earlier Rc2 and Rc3 are set to a low value
and Rc1 and Rc4 are set to a high value. In this case all three circuits are
synchronized to each other through system B. Then, the values of Rc2 and Rc3 are
increased and the values of Rc1 and Rc4 are lowered. In this way the influence of B
is lowered while the influence of system A and C is increased thereby letting system
A and C take over the synchronization. The region that is needed lays in the
passage from synchronization of system B to system A and C. There system B is
still influencing the two other systems, but it is not synchronized by them.
The Labview program of the previous experiments has been adapted in order to
monitor the interaction between the three circuits. Also in this experiment voltage
V1 from all three circuits is measured. The front panel now shows a combined
graph of signals X, Y and Z from system A, B and C to illustrate the difference
between them. The three signals are also shown separately; for the case
oscillations occur it can be seen which circuit(s) is oscillating.
Furthermore, three XY graphs were implemented to monitor the interaction
between the circuits. This means there is an XY graph for the interaction between:
• X and Y
• Y and Z
• X and Z
Also for the XY graphs the RMS subtraction is shown. For the plots of the separate
signals their RMS value is also visualized. With the help of these RMS values it is
possible to see which way the interaction between the circuits is going. First it was
tried to achieve synchronization between the circuits in this configuration.
The following snapshot shows the synchronization for Rc1 and Rc4 = 10kΩ and
Rc2 and Rc3 = 1.5kΩ.

Figure 95: synchronization between three Chua circuits which are bidirectional coupled with V1 and V2.
Rc1 and Rc4 = 10kΩ, Rc2 and R3 = 1,5kΩ. Amplitudes are in Volts, time is plotted in seconds.

In this figure the plots of X and Y, Y and Z and X and Z show straight lines,
indicating that all three systems are synchronized. What also can be seen is that
the synchronization of X and Z is of worse quality (RMSsub. ≈ 0.06V) then the
synchronization between X and Y and Y and Z (RMSsub. ≈ 0.03V).
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As explained earlier the point is to let system A and C produce the same dynamics
while system B is exhibiting other dynamics. This means that in the XZ plot should
show synchronization, while the XY and YZ plot show dynamics that differ from XZ.
From this point of synchronization, Rc1 and Rc4 shall be lowered while Rc2 and Rc3
are decreased.
First Rc2 and Rc3 are increased to a value where for unidirectional coupling with V1
synchronization is almost lost. From the unidirectional coupling experiment with V1
it can be seen that this value is 4.3kΩ, therefore these resistors are set at this
value. After this the resistors Rc1 and Rc4 are decreased. It appeared that for a
value of approximately 8.8kΩ signal X and Z started to oscillate, but signal Y
remained a chaotic signal. This is shown in figure 96:

Figure 96: Rc2 and Rc3 = 4.3kΩ, Rc1 and Rc4 are approximately 8.8kΩ. Signal X and Z are oscillating,
signal Y remains chaotic. Amplitudes are in Volts, time is plotted in seconds.

Now a situation is obtained where the three circuits act separately because all three
signals differ from each other. However signal X and Z show the same type of
oscillation, while Y still maintains a normal chaotic regime. Since signals X and Z
actually also should be a normal chaotic signal when spoken of three separate
systems, there must be some interaction between them that causes this similarity.
Nevertheless the XZ plot shows that both signals are certainly not synchronized.
The RMS subtraction value is very large in this case, namely 6.3 Volts.
Therefore the resistances Rc1 and Rc4 were decreased even further, although it
appeared that for lower values of these resistors all three circuits began to oscillate.
It was also tried to modify resistances Rc2 and Rc3 in combination with the other
two resistances Rc1 and Rc4, however with every attempt all three circuits jumped
to an oscillation region.
The conclusion is that for this configuration it seems impossible or in any case very
hard to achieve a situation where signals X and Z are synchronized while signal Y
maintains another regime.
Nevertheless figure 96 shows that there is some interaction between system A and
C when synchronization by system B in on the verge of collapsing.
This is however also the best situation that can be obtained with this configuration.
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Analog delay line
Introduction
This paragraph is about the research that was performed for implementing a delay
line. As explained earlier a delay line can be used for experiments to indicate the
leading circuit in a coupling configuration. The goal for this subject in this project is
to research the options for implementing a delay line and if possible to conduct
experiments with it.
It proved to be rather difficult to find an appropriate delay line, and therefore the
delay experiments could not be conducted.
Nevertheless in this section the options that were considered and why they were
not performed are discussed, and also recommendations will be given for how the
delay experiments might be conducted in a later stage.
Delay specifications
For this application a delay line is needed that is able to delay analog signals in a
linear way within a delimited frequency spectrum. The reason why the delay line
should be linear is because of the fact that chaotic signals are non-periodic and all
frequencies of the spectrum should be delayed equally. The frequency spectrum
itself goes from 0 to 80 kHz, as seen in the Fourier series that were made during
the determination of the sample rate.
The time of the delay must be enough to visualize the effect of the introduced
delay. In the various plots of chaotic signals that are shown in the section of the
coupling experiments, it can be seen that the scale is set to 10 ms in order to
display the signals properly. From these plots can be determined that a minimum of
1 ms delay time should be sufficient to illustrate the effect of the introduced delay.
Delay line used by Claudio Mirasso
The first possibility for a delay line was a circuit that was already used by Claudio
Mirasso who is a researcher at the University of Illes Balears (Palma de Mallorca,
Spain). His main research lines are laser and non linear dynamics. In an earlier
experiment where the response of electronic neurons was studied he used a delay
line to predict this response. Our experiment is quite similar although then with
Chua circuits and also the signals are both analog. Furthermore the delay time of
this circuit can be tuned up to several milliseconds.
Therefore Claudio Mirasso was asked about his experience with this circuit in order
to find out whether it could be an option for our experiments. According to him the
circuit was quite noisy in the sense that it adds some noise to the measured
signals. He also explained that the circuit produces a certain amount of offset,
which then must be compensated. After this commentary it seemed that it was not
a very good idea to continue with this system as there would be a lot of time
involved to get it to function correctly.
Even more, after some more research was done it appeared that the two key
components for this circuit, two IC’s named the MN3004 and the MN3101 from
Panasonic seemed rather hard to obtain, which means that the circuit could not be
build.

Final report
Page 74/154

Analysis, synchronization and communication using chaotic signals

Digital delay
The second option that was considered was to digitalize the analog signal, delay it
with a shiftregister where after it can be converted to an analog signal again and
read out to the output.
This can be done in two implementations:
•

Software implementation using C program in combination with NI data
acquisition card

•

Hardware implementation using A/D and D/A converters, a shiftregister and
a control unit

The functioning of both implementations can be shown by the following block
schedule:
Analog
signal

Clk

ADC

Digitalized
signal

Shiftregister

Delayed
digital
signal

DAC

Delayed
analog
signal

Controller
(C program/microcontroller)

Figure 97: delaying analog signals with a shiftregister

Figure 97 shows that the analog signal first is digitalized with an ADC. For this an
appropriate sample rate and accuracy (number of bits for ADC) should be chosen.
Then the size of the shift register is responsible for the delay that is introduced.
After this the delayed signal can be converted to an analog signal again where after
it can be read out to the output.
For the software implementation applies that this can not be done with Labview.
Continuous data acquisition in Labview means that the DAQ assistants for the in
and outputs should be set in a while-loop. In a while loop events are executed
sequentially. This means the data is first read in, then goes through the delay
process where after it is sent to the output by the second DAQ assistant. This
means then when the data is being delayed and sent to the output, the first DAQ
assistant which reads in the data stops until the next iteration of the while loop.
Because the analog signal that must be delayed is continuous, there is loss of data
which is unacceptable.
However with a C program it might be possible to design a multitask so the data
can be read in and out simultaneously with a certain delay. With a handwritten
program there are also more possibilities to design the program exactly for this
task thus making it more flexible. Nevertheless it should not be an easy task to
write such a program, which means that probably a whole project should be
devoted to design it.
The hardware implementation functions in the same way as the software option, in
this case the controller can be designed with for example an Atmel microcontroller.
The advantage of the hardware implementation is that there is no need for an
expensive data acquisition card and also that the implementation might be a bit
simpler.
The reason why these two implementations were not executed is that at the
moment this report was written little is known about the effect of digitalization on
chaotic signals. It is not certain how much loss of information is acceptable when
introducing a delay. Therefore more research is needed about this subject.
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Commercially available delay lines
Also the possibility of buying a delay line was considered. It appeared that most
models available are IC’s which have a delay within the region of nanoseconds.
Nevertheless quite an interesting model has been found from ORTEC, the type
427A delay amplifier 5. According to the specifications on the manufacturer’s
website this device is able to yield a linear delay up to 4.75ms with a bandwidth of
0.875 MHz, which meets the specifications needed for our application.
However a big disadvantage of purchasing a delay line is that they are quite
expensive. For the delay experiments at least three of these delay lines are needed
to conduct the experiment as there are three Chua circuits that need to be
connected.
In a bidirectional case with two different signals even six delay lines are needed
which would cost even more.
Another problem was that the manufacturer does not deliver in Spain, so the
products have to be shipped from the United States. This would take a lot of time
so therefore the choice was made not to buy this delay line. Nevertheless it might
be a good option for a new project later on.
Conclusions
It seemed quite a difficult task to develop a delay line for the delay experiments.
The examined possibilities were for the moment unsuitable for our application, or
too less is known about the consequences when implementing them.
Buying a delay line remains an option, however it must be thought of that this
could be quite expensive.
For the two options that were considered for digital delay it appeared that there
was not enough information about what happens when chaotic signals are
digitalized. However, this was not known at the time when this investigation was
conducted. In a later stage of this project the influence of analog to digital
conversion on chaotic signals was also investigated.
Therefore when there is time, the recommendation is to start a new project about
the design of a digital delay line. The advantages of having your own delay line
examined are that it is easier to adapt it to other situations (since it is a program)
and that it is a cheaper solution.
Nevertheless it takes time to research and design one of these two options; when
there is no time available a quicker way is of course to buy one.

5

URL for further details: http://www.ortec-online.com/electronics/amp/427a.htm
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4. Chaos applied to secure communications
Introduction
The need for secure communication goes back into history for centuries. It has
always been mankind’s wish to communicate with others of their choice without the
knowledge of the general public and exposing the information to it. This often
would be done by utilising a code, masks, or any other kind of encryption.
As techniques for telecommunications were invented in the beginning of the 19th
century, the need for encryption in this field of communications also started to
appear. The simple protocol by Samuel F.B. Morse used in telegraphs had the
purpose of encoding words digitally by mapping them to combinations of ‘ones’ and
‘zeros’ that would appear as voltage-shifts on a transmission-line. This in fact is a
form of encryption. Those who did not know the letter-map used by Morse, could
not decipher the message.
As techniques and appliances started to develop, the need for better and stronger
encryption within telecommunications also grew. Banks wish their communications
to be secure, content-providers (like CATV) wish only to provide those who pay,
and moreover in warfare it is absolutely critical to have secure communications.
The main reason for the need of encryption nowadays seems to be to avoid criminal
activities. Criminals in their turn try to break the encryption. Therefore once again
the everlasting question pops up: Is there an encryption that can not be broken?
Hundreds of studies have been performed on this subject resulting in hundreds of
encryption schemes in use these days. Some examples include: SSL 128-bits, MD5,
Provision, Macrovision. Some of course more secure than others.
It all comes down to this: One that has the key should be able to decrypt, one that
doesn’t, shouldn’t be able to do so.
Now what does this have to do with chaos?
When looking at a chaotic signal that is for instance being produced by a Chua
circuit, the observation will be a signal that seems to evolve ‘randomly’ in time for
those who do not know the equations of the circuit used. In this case, the equations
form the ‘key’ to the signal’s behaviour. Two people that have a circuit with the
same equations would be able to produce identical chaotic signals. However, the
chaos-theory clearly marks the importance of the initial-states and the effect of tiny
perturbations from the outside. Simply because there’s always noise present
(certainly when one thinks of the areas of appliance for encryption), the signals will
always differ. However when the synchronization-theory is taken into account as
stated earlier in this document, an interesting concept can be derived.
What if a message-signal could be masked by a chaotic signal at site A, be
transmitted through a public channel, and be recovered at site B? If the spectrum
of the message-signal would be completely covered by the chaotic-spectrum, then
filtering the message from the chaos using conventional methods would be
impossible. Therefore the only way to extract the message from the chaos is to
have identical chaos produced at the receiver-end and then to compare the
received signal with the generated one. The equations of the circuit would be the
key for the encryption. This type of encryption is interesting for the following
reasons: A ‘spy’ looking at the public channel would only see chaos and does
cannot see that there is a message being transmitted. The key could easily be
adjusted by re-tuning circuit-parameters. The circuit itself is very simple to
construct, the components used are relatively cheap. Therefore it’s a cost and
space effective approach. The whole circuit can operate from two 9-volt batteries or
even from one if an appropriate converter would be used. Power dissipation of a
Chua circuit is as low as 10mA (could be further decreased by shrinking the V-Icharacteristic 6). These advantages mark the chaos-masking technique as an
interesting field for appliances within portable communications.
This will be the main subject of interest for the following research.
6

See Chapter 2 of this document for details
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Goals
In order to discover possible appliances for chaos in communications, the options
that this technique offers have to be explored. Little is known about the advantages
and disadvantages of using chaos for message modulation.
The main question in this research will be:
In what way could chaotic signals be used to secure an electronic communication
system?
This question can be divided into several different sub-problemdefinitions:
• What types of chaotic signals are usable (double-scroll, rössler, ..)?
• How can these signals be utilised (masking, token, keying..)?
• What is needed to utilise these techniques in a practical environment?
• How reliable is the use of these techniques?
• What level of security can be obtained?
• What bandwidth is necessary when using chaotic signals?
• What is the effect of limitations imposed by transmission-media?
• Are there financial benefits / drawbacks to the use of chaos?
• Is there a security benefit to the use of chaos?
Structure
First the focus will be on synchronization, as it will be the critical part of the ability
to establish communication between two parties. Only communications between
two parties will be considered. Therefore it is likely that two Chua circuits will have
to be constructed.
If synchronization of two signals is obtained successfully, a modulator and demodulator will need to be constructed in order to transport the message.
There are two options imaginable to use chaos for the transmission of a signal
between A and B.
1. The use of a chaotic signal to modulate a message signal.
2. The use of a chaotic signal to mask a message signal (additive modulation).
When masking the message signal, the message is attenuated enough to be small
(1%) with respect to the chaotic signal to which it is being added (V1). This way
the spectrum of the message signal is completely buried in the spectrum of the
chaotic signal, such as for example in figure 99. Of course this will only work when
the base-frequency of the message signal is within the spectrum of the chaotic
signal. Otherwise conventional filtering would obtain the message from the chaos.
At the receiver end, the chaotic signal with the added message will be fed into Chua
two, causing it to synchronize to the other. This will be further explained later, and
is schematically being presented in figure 98.

Chua 1
V(c1),V(c2),I(l)

+
V(c1)

R(t)

Chua 2
V(c1),V(c2),I(l)

V(c1)
m(t)

Transmitter

Receiver

Figure 98. Schematic model of chaos masking
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Figure 99. Chaos-spectrum masking the entire message spectrum

When chaos is not simply used to mask a message signal, but when the message
modulates a chaotic carrier, two different modulation-schemes could be used:
• CSK: Chaos Shift Keying.
A form of modulation where a binary message is mapped onto two chaotic
signals. A binary 1 would map to a signal that has different dynamics
(defined by the circuit equations) than the signal that is mapped to a binary
0. A receiver built with one of the two sets of equations used by the
transmitter, would be able to synchronize whenever a binary 0 or 1 is sent
respectively. The ability to synchronize or not would recover the message.
• CM: Chaos Modulation
In this case a binary message directly modulates the chaos by for instance
multiplying it with a factor. A ‘one’ in the message signal would multiply the
chaotic signal and a ‘zero’ would not.
The first subject however will be the chaos masking technique. For the research on
this subject, the objective will be:
“Add a digital message to a chaotic signal at the transmitter side, and recover it
without error at the receiver side..”
The objective is subject to several additional conditions:
•
•
•
•
•
•

The message signal may not be visible in the time and/or frequency-domain
to third parties by simple means (oscilloscope).
It is assumed that third parties only have access to that part of the
transmission-line that is in between the transmitter and the receiver-side.
The message signal may not be recovered by third parties with other means
than the use of the key that was used to encrypt the message.
It should be possible to transport the signal through a public channel.
For the research, the transmission may take place in an experimental setup
without the presence of a (real or simulated) public channel.
The chaotic signal has to be generated by the means of a Chua circuit.
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Chaos masking
Introduction
The model in figure 98 represents the method used for chaos masking. The
message-signal (analogue or digital) is added to either V1 or V2 of Chua 1 at the
transmitter side. In these experiments V1 will be used as it is larger in amplitude
and more complex. Therefore it will be a better mask for the message spectrum.
Also synchronization has appeared to be more robust when using V1 to
synchronize. A property that is vital for communications.
The sum will then be fed into Chua 2 at V1 at the receiver-side via a couplingresistor. According to the synchronization-theory provided in chapter 1, Chua 2 will
synchronize to the chaos of Chua 1, but will filter any additional noise (or
messages) that are present. Of course if the chaotic signal that is being fed into the
Chua is too heavily distorted by noise or by a high message amplitude,
synchronization will not occur.
V1 generated by Chua 2 which is synchronized to V1 generated by Chua 1, will then
be subtracted by the signal from Chua 1 containing the message. The result will be
the message. Figure 98 is provided again below for convenience
Chua 1
V(c1),V(c2),I(l)

+
V(c1)

R(t)

Chua 2
V(c1),V(c2),I(l)

V(c1)
m(t)

Transmitter

Receiver

Figure 98 (copy).

m(t)

Two Chua circuits need to be constructed for the experimental demonstration as
explained in chapter 2. In addition, a message-adder and message-subtractor need
to be designed and constructed.
The performance of this technique will be measured by computing a crosscorrelation of the recovered message and the original message. The crosscorrelation function will be explained in the next paragraph.
When looking back at figure 59 (shown again below for convenience), the spectrum
of V1 of a Chua circuit, it is clear that the added message needs to be restricted in
amplitude in order for the chaos to mask it. Obviously a 400Hz message may be of
higher amplitude than a 1000Hz one. Also when adding messages other than sinewaves their higher harmonics have to be taken into account.

Figure 59 (copy). Y-axis: amplitudes are in Volts, X-axis: frequency in Hertz.
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For example the average RMS value of the signal of which the spectrum is shown in
figure 59 is measured by labview at being Vrms = 2,09V . Suppose it is being added
to a 50mVtt square-wave signal with 25mV offset (signal altering between 0 and
50mV). The RMS value of the square-wave would be Vrms = 0,035V . Consider the
chaotic signal as noise to the ‘information-signal’. The S/N-ratio would become:

⎛ 0,035Vrms
S
= 20 Log ⎜⎜
N dB
⎝ 2,09Vrms

⎞
⎟⎟ ≈ −35,5dB
⎠

Adding the chaos to a 100mVtt square wave with 50mV offset would result in:

⎛ 0,07Vrms
S
= 20 Log ⎜⎜
N dB
⎝ 2,09Vrms

⎞
⎟⎟ ≈ −29,5dB
⎠

It is obvious that this signal can not be detected by means of filtering of any kind.
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Design and calibration of supporting circuits and aids
Design of the message adder
The circuit that adds the message to the chaotic signal will be adding two signals
with relatively low frequencies. For this reason, and considering the maximum
expected amplitudes will be well within range, it is possible to design an adder
using op amps. The adder needs to add two analogue signals without significantly
loading its source. A circuit that will do this is shown in figure 100.
This non-inverting adder consists of
two parts. Resistors Ri1 and Ri2
function as a passive averager,
where V A =

V1 + V2
.
2

These inputs will be preceded by
voltage-followers in order to ensure
no current will be floating from one
input to the other. The average V A
then gets multiplied by the number
of inputs (2) by use of the op amp
and R f , R f 2 .

Figure 100. Schematic of the message-adder.

The amplifier is designed by choosing a convenient value for Ri (10kΩ), choosing

R f 2 as equal, and then calculating R f = R(n − 1) in which n is the number of inputs

(2).
Calibration of the message adder
In order to confirm correct functioning of the adder, a sine-wave will be applied to
input terminal A, and a DC-voltage will be applied to input terminal B. The inputsignal will be applied at a frequency of 1 kHz with an amplitude of 1 volt. If the DClevel is set at 1 volt, than the output should produce a sine-wave of 1 kHz with
amplitude 1 volt and +1 volt offset. To perform this measurement, the following
Laview schematic was designed.

Figure 101. Schematic of the Labview program used to verify the adder-circuit.
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The DAQ-assistant in the schematic samples two physical channels. These channels
are separated by the yellow separator-block shown to the right of the assistant. The
signals are then plotted in waveform graphs. The DC-signal that is applied to
terminal B of the adder is being generated by Labview in the ‘simulate signal’
component and is sent to DAQ-assistant 2 which provides the physical output.
The measurement is conducted by connecting input-terminal A of the adder to input
ai0 of the BNC-110 Laview interface. The output of the adder is connected to input
ai1 of the interface. The National Instruments PCI-6259-card which is connected to
the BNC-110 interface will then sample both inputs at a rate of 150/2 kHz at 16
bits, and pass the data to the Laview program.
The input sine wave was generated by a Hameg 8030-5 function generator.
Results are shown below.

Figure 102. Verification of the message-adder. Y-axis: amplitude in volts. X-axis: time in seconds.

Figure 102 proves that the message-adder is not causing a visible phase shift in the
signal at 1 kHz and the AC signal is being added to the DC signal as expected. A
zoom in of the output-signal which is omitted here, shows a difference in amplitude
of 0.09mV. With this result the constructed message-adder is considered as usable
for the experiments.
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Design of the message subtractor
A circuit that can subtract the message from the chaos is a circuit that takes the
difference between two signals. The chaos with the message and the chaos without
the message can then be subtracted from each other.
Such a circuit can be designed by the means of two op amps and five resistors. In
fact a mathematical subtraction is the same as a sum, but with one of the inputs
inverted. This is implemented by connecting an inverting amplifier to a two-input
inverting adder. Input one will be inverted and then added to the not-inverted input
two.

Amp A

Amp B

Figure 103. Schematic of the message-subtractor circuit.

In this circuit, E i is being inverted by inverting amplifier A, E1 = −

Rf1
Ri

⋅ Ei = − Ei

– E1 is then inverted again by the top-channel of inverting amplifier B to appear as

Rf 2
Ri

⋅ E1 at the output. E 2 is inverted by the bottom channel of B, and drives the

output to –

Rf 2
Ri

⋅ E 2 . Therefore the total output Vo =

Rf 2
Ri

⋅ (E1 − E 2 ) .

When the signal of V1 of Chua 1 is applied to E i , and the signal of V1 of Chua 2 is
applied to E 2 , the output of the subtractor will be the message (and added noise).
Both inputs will be preceded by voltage-followers to ensure no current is floating
between the inputs.
Calibration of the message subtractor
The purpose of the message subtractor is output the difference between two
signals. It should therefore reject common-mode voltages as good as possible. To
calibrate the subtractor for this purpose, all resistors except for Rf2 have to be
matched carefully. To measure this, exactly the same sine wave will be applied to
both input-terminals and their parameters Ri will be tuned to reduce the output
voltage to as close to zero as possible. In this measurement the Laview schematic
of NI205 is used again. Channel ai0 is connected physically to one of the subtractor
inputs (which is connected parallel to the second input). The second channel ai1 is
connected to the subtractor output. The sine-wave is generated by a Hameg 80305 function generator, producing a sine with a frequency of 1 kHz at an amplitude of
0.5V. Circuit nodes are connected to the BNC-110 using an Agilent 10073C probe.
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Figure 104. NI206. Subtractor output. Y-axis: amplitudes are in Volts, X-axis: time in seconds.

When examining the result, mind the difference in the scales between ‘Entry’ and
‘Output’ plots. It can clearly be seen in the output-plot that a possible commonmode amplification, visible as the -0.75mV DC level could just as well be the dccomponent of the visible ±14 kHz noise with an average top-top value of 2.5mV.
A similar result is obtained when both input-terminals are grounded:

Figure 105. NI207. Subtractor output. Y-axis: amplitudes are in Volts, X-axis: time in seconds.

Therefore it is impossible that the signal-generator or connection-wires are
responsible for the noise. Also the -0.75mV DC level is not a common-mode
amplification. For the moment, this noise and DC level are considered low enough
for the experimental subtraction of the two chaotic signals.
Next, a DC voltage of 1 volt is being subtracted of the sine-wave in an identical way
as with the measurement with the message-adder to prove correct functioning.

Figure 106. Subtractor output. Y-axis: amplitudes are in Volts, X-axis: time in seconds.
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Design of the cross correlation program
In order to assign qualitative numbers to all forms of message extraction, the cross
correlation value of two time series will be computed for each measurement.
Cross correlation is a standard method of estimating the degree to which two series
are correlated. The time series of the original added message signal will be
correlated with the time series of the recovered signal. The mathematical function
that will do this is explained in chapter three, and is defined as
i = N −1

r (d ) =

∑ [( X
i =0

i

− mX ) ⋅ (Yi − d − mY )]

i = N −1

i = N −1

i =0

i =0

2
∑ ( X i − mX ) ⋅ ∑ (Yi−d

− mY )

2

This function is implemented in a program written in C. The source code can be
found in appendix A.
The objective will be to obtain values as close to 1 as possible in the message
recovery experiments. However the computed values will only serve as an
indication, for the simple reason that a ‘border’ between recovered messages that
are detectable and those that are corrupted is rather subjective. This will be
explained in more detail later.
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Error-feedback synchronization in chaos masking
Introduction
To allow messages to be sent between two Chua circuits, synchronization must be
obtained first. As described in chapter 3, best synchronization results are obtained
when the signal from node V1 is used to synchronize. The two Chua circuits are
matched in parameters as close as possible. Component measurements have been
performed using a Promax PD-693 multimeter and printed in table 4. The complete
schematic is drawn below.

Chua 1

Chua 2

Coupling

Figure 107. Two identical Chua circuits being synchronized using uni-directional coupling of V1.

In this schematic, two identical Chua circuits are being coupled uni-directionally
using the tension at V1. The upper Chua will be referred to as Chua 1, while the
lower will be referred to as Chua 2. This method of synchronization is called
error-feedback synchronization.
The op amp between the two circuits in the coupling-line prevents Chua 2 from
influencing Chua 1 by prohibiting a current flow from, or to node V1 of Chua 1.
Chua 1 however, is able to influence Chua 2. The op amp provides the necessary
current source or sink. The signal of Chua 1 is present to the left of couplingresistor Rc, to the right of it the signal of Chua 2. If the voltage of Chua 1 is
momentarily higher than the voltage of Chua 2, a current will flow through resistor
Rc to node V1 of Chua 2, causing the voltage at this point to rise. On the other
hand if Chua 1’s voltage is momentarily lower than Chua 2’s, a current will be
drawn from V1 at Chua 2, causing a drop in voltage at this point.
Depending on the value of Rc, this current is higher or lower. In this case V1 of
Chua 2 will `try to follow´ V1 of Chua 1. If this succeeds or not depends on the
value of resistor Rc. If the value is too high, the current-flow is too low to increase
or decrease the voltage of Chua 2 in time before the signal of Chua 1 changes to
another value. Therefore it will not be able to synchronize. Using a lower value for
resistor Rc will allow more current and therefore better synchronization. The
optimal value will be where the Chua has just enough time to synchronize.
Decreasing the resistor even further will no longer synchronize the circuit but will
force it. At that point the border has been reached between synchronization and
forcing as is described in the theory provided in chapter 1.
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Simulations
The schematic of figure 107 has been simulated in PSpice to obtain a plot in the
time-domain of the synchronization property. Synchronization has been simulated
with a coupling resistor of 1kΩ. Both circuits are dimensioned using the following
parameters:
C1

C2

L

rL

R

10nF

100nF

18mH

20Ω

1.6kΩ

Table 3. circuit parameters

In figure 108 the subtraction of V1 of Chuas 1 and 2 is plotted in the time-domain
using a transient-analysis for 40mS. This subtraction will be called the
synchronization error. Simulation is set at: final-time 40mS, step-time 1uS.

Figure 108: PS401. Synchronization error with Rc=1k. Y-axis: amplitudes in mV, X-axis: time in mS

The scale of this graph is intentionally set to ±50mV. In the next chapter a
message signal will be added with several different amplitudes starting at ±50mV.
In this graph the expected ‘chaotic noise’ that will be present in the recovered
message can be observed. If this graph shows a form of synchronization or forcing
is still unknown at this point. The synchronization behaviour will become clearer
with physical experiments. However this simulation proves that a form of
synchronization can be obtained with the schematic of figure 107.
Measurements
A first attempt to synchronize two Chua circuits has produced the following results.
In the graphs that are shown, voltages at both V1 nodes of the Chuas have been
plotted in the same graph (upper). Also the synchronization error is plotted (lower).
The physical parameters for the two constructed circuit’s are:
Chua circuit

C1

C2

rL

L

R

1

9.77nF

96.5nF

21.8Ω

±18mH
(Could not be measured)

Potentiometer 2kΩ

2

9.81nF

96.0nF

21.2Ω

±18mH
Potentiometer 2kΩ
(Could not be measured)
Table 4. Actual circuit parameters, measured using a Promax PD-693 multimeter.
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The measurements have been performed using the following Labview-schematic:

Figure 109. Labview schematic for synchronization measurements

The DAQ-assistant is set to the following parameters: sample-rate 150 kHz,
resolution 16 bits, input amplitude 8 Volts positive and negative. The nodes V1 of
both Chua circuits are connected to the BNC-110 interface by two Hameg HZ52
probes set to 1:1. Note that scales between measurements may differ. This has
been done to enhance the level of detail.

Figure 110. EFS001. R=4.60KΩ. Y-axis: amplitudes are in Volts, X-axis: time in seconds.

Starting with a coupling-resistor of value 4.60KΩ, V1 at Chua 2 seems heavily
distorted by the applied coupling. The oscillating circuit in Chua 2 appears to be in
resonance with the oscillating circuit in Chua 1.
Final report
Page 89/154

Analysis, synchronization and communication using chaotic signals

Figure 111. EFS002. R=4.18kΩ. Y-axis: amplitudes are in Volts, X-axis: time in seconds.

With the coupling-resistor reduced to 4.18kΩ, the dynamics from Chua 2 jump from
their wild oscillating behaviour as seen in measurement EFS001 to dynamics which
are more or less synchronized to those of Chua 1. The phases are synchronized in
contrary to the amplitudes which seem to differ especially around the times of a DC
voltage jump. This can be explained by the current that is flowing through the
coupling-resistor. One of the two circuits, in this case the leading circuit seems to
have a naturally higher amplitude. The current that flows through resistor Rc is too
low to let V1 of the second circuit follow exactly.

Figure 112/1. EFS004. R=2.08kΩ. Y-axis: amplitudes are in Volts, X-axis: time in seconds.
A plot of the corresponding synchronization error is printed on the next page.
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Figure 112/2. EFS004. R=2.08kΩ. Y-axis: amplitudes are in Volts, X-axis: time in seconds.

Lowering the value of Rc to 2.08kΩ indeed shows an improvement in amplitudesynchronization in measurement EFS004. However the level of the synchronizationerror is still too high (100mVtt), as it would corrupt an injected message.

Figure 113. EFS006. R=0.09kΩ. Y-axis: amplitudes are in Volts, X-axis: time in seconds.
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As the coupling-resistor approaches zero and the synchronization has transcended
into forcing, the synchronization-error also starts to approach zero. The relation
appears to be linear. In measurement EFS006 carefully mind the difference in
amplitude-scale at the Y-axis which is 10 times smaller than the scale in the
previous measurement. This situation is probably not usable for message-recovery.
The second Chua will be forced and therefore the message-signal will also be
present at V1 of Chua 2, disallowing the subtraction.
At last, the signals are shown for a coupling resistor that is nearly zero (0.01kΩ).

Figure 114. EFS007. R=0.01kΩ. Y-axis: amplitudes are in Volts, X-axis: time in seconds.

The signal at V1 at the second Chua again is distorted.
The optimal value for the coupling resistor will be at some value between 4kΩ and
0Ω. It can be experimentally determined by adjusting this resistor and monitoring
the subtraction result. The optimal value will produce the best match possible
between the recovered message and the original one. A possible attenuation in the
recovered signal is considered irrelevant, as an additional gain past the subtractor
output could correct this.
The main problem that can be expected is to maintain synchronization when a
message-signal is ‘corrupting’ the chaotic signal which the second circuit uses to
synchronize. Because of this, the first experiments will be conducted with injecting
a digital message. If the test message has a square waveform where the lowest
voltage in the cycle is at 0 volts, then 50% of the original chaotic signal is fed
directly into Chua 2. Chua 2 would have 50% of the period of the message signal to
correct a synchronization-error.
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Adding the message
Introduction
Now that synchronization is obtained, the message can be added to the chaos. This
will be done with the circuit as it is designed in the paragraph entitled: design of
the message adder. In order to examine every aspect of chaos masking with errorfeedback synchronization, different message amplitudes and -frequencies will be
transmitted starting at the chosen value of 400Hz, 100mVtt.
The complete circuit schematic with two Chua circuits, the message adder and the
message subtractor becomes:
Message adder

Chua 1

Chua 2
Adder output

Coupling resistor

Subtractor output

Message subtractor
Figure 115. Complete schematic for chaos-masking based on two Chua circuits, an adder and a
subtractor.

The nodes that will be measured in the experiments in this chapter are:
•
•
•

V1 of Chua 1
V1 of Chua 2
The subtractor output

The measurements will take place using a National Instruments PCI-6259 dataacquisition card connected to a NI-BNC110 interface. Nodes in the circuit are
connected to this interface by probes. Acquired data will be processed and analyzed
by National Instruments Labview 7.1
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For the measurements the following Labview-schematic was designed:

Figure 116. Labview schematic used for message-detection and filtering.

In the schematic of figure 116, the data acquired by the DAQ-assistant through the
interface-card is split into three separate channels.
Sample-parameters are: rate 500 kHz, resolution 16 bits.
V1 of Chua 1 and 2 are plotted directly into two waveform graphs. V1 of Chua 1 is
analysed with a FFT in the square titled ‘Spectral Measurements’. Its result is also
plotted in a waveform graph. Channel three, the subtractor output, is passed to a
filter of the Butterworth-type (8th order) with configurable cut-off-frequencies. The
filtered signal is then plotted directly as well as passed through a thresholdcomponent entitled ‘Greater’ in the schematic. This component functions as a
Schmitt-trigger with a configurable threshold-level.
In de following measurements one or more of these different signals may be hidden
or shown according to the descriptions underneath them.
On the physical side, V1 and the subtractor output are connected to the BNC-110
interface using Hameg HZ50-probes set to 1:1.
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Measurements
First the signal from V1 from Chua 1 after the message-adder is examined in both
frequency and time-domain as a reference. No message is being added.

Figure 117. EFS008. Rc=3.5kΩ. Y-axis: amplitudes are in Volts, X-axis: (plot 1) frequency in Hertz, (plot
2) time in seconds. Fs=150 kHz.

A square-wave message-signal will be added to the signal in figure 117. As can be
seen in the frequency-domain, the chaotic signal has its highest spectral
components below 500Hz. Therefore the message frequency is chosen to be 400Hz,
starting with an amplitude of 100mVtt and an offset of 50mV. The offset is applied
in order to allow 50% of the original chaotic signal to be fed directly into V1 of Chua
2. Chua 2 should have the ability to maintain synchronization when the frequency
of the square-wave is low enough. In this case, the period of 0 volts in the square
wave would be 1.25ms. The Chua circuit has proved to synchronize in a much
smaller period in the previous chapter.
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Figure 118. EFS009. Message amplitude: 100mVtt,
offset: 50mV. Rc=3.42KΩ
Y-axis: amplitudes are in Volts, X-axis: (plot 1)
frequency in Hertz, (plots 2/3/4) time in seconds.

In measurement EFS009, the spectrum
does not clearly show the 400 Hz signal
as it cannot be distinguished from
spectral components of the wideband
chaotic signal. However in the timedomain there is a trace of the signal
present in Chua 1 as well as in Chua 2.
Therefore the conclusion can be drawn
that Chua 2 is being forced instead of
synchronized.
The signal cannot be recovered due to
chaotic noise. The levels of ‘0 and 1’ are
floating on a much lower frequency and
the higher frequencies are obstructing
the use of a threshold.
The message-signal will need to be
smaller in amplitude in order to be
completely hidden in the chaotic signal.
Also the coupling-resistor needs to be
adjusted to decrease chaotic-noise.

Final report
Page 96/154

Analysis, synchronization and communication using chaotic signals

Moving the resistor value up to 3.50kΩ
causes the synchronization to further
deteriorate. This results in higher
differences between the signals of the
Chuas that appear as chaotic noise in the
subtractor output.

Figure 119. EFS010. Message amplitude: 100mVtt, offset: 50mV. Rc=3.50kΩ.
Y-axis: amplitudes in Volts, X-axis: time in seconds.

Figure 120. EFS010. Message amplitude: 100mVtt,
offset: 50mV. Rc=1,91kΩ.
Y-axis: amplitudes in Volts, X-axis: time in sec.

Moving the value down, in EFS010 at
1.91KΩ, decreases the chaotic noise.
This is due to the fact that the
synchronization is stronger due to higher
coupling. However the message-signal
also decreases in amplitude as the
synchronization transcends into forcing.
Extensive measuring has shown that the
optimal value where the message could
be detected by the simple means of a
threshold is not present. Decreasing the
coupling resistance removes the
message signal from the subtractor
output as Chua 2 starts to copy the
message-signal. Increasing the
resistance increased the chaotic noise.
Further signal processing is necessary.

Figure 121. EFS010. Spectrum of subtractor-output. Rc=1.91kΩ. Y-axis: amplitudes in Volts, X-axis:
frequency in Hertz.

The spectrum of the recovered signal (subtraction) is shown in figure 121. Most
noise is situated at 1200Hz, between 2000 and 4000 Hz and below 500Hz. The
400Hz message is clearly visible. The noise at the low frequencies was
experimentally reduced by introducing a tiny gain to the weaker signal. In this way
the constant difference in amplitudes between the Chuas at low frequencies is
reduced.
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Subtraction

Subtraction

Figure 122. EFS011. Frequency-domain of the subtractor-output, before and after gain.
Introducing a small gain of 1% to the signal of Chua 2 reduces the average noise in the range of 0 – 500
Hz.

In effort to remove the chaotic noise even further, a 8th order Butterworth low-pass
filter is added with a variable cut-off-frequency. The following measurements show
that setting the pass band too low distorts the block-wave while setting the band
too high allows the noise to remain present. Amplitudes at the Y-axis are in volts,
time at the X-axis in seconds.

Figure 123. EFS012. 3Khz pass-band

Figure 124. EFS013. 2.5Khz pass-band

Figure 125. EFS014. 2Khz pass-band

Figure 126. EFS015. 1.5Khz pass-band
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Figure 127. EFS016. 1 kHz pass-band.

The results are still not quite satisfying since a good recovery of the square-wave
signal is impossible due to remaining chaotic-noise.
Changing the low-pass filter for a band pass filter with a 350 Hz – 450 Hz passband and using a Schmitt-trigger appears to be a solution for the recovery of a
stable signal.

Figure 128. EFS017. 350 – 450 Hz pass-band.

Figure 129. EFS018. 200 – 600 Hz pass-band.

The presence of a narrow-band filter is
undesired in the application of digitalcommunications with chaos-masking.
When a real digital signal would be
added to the chaos, its frequencyspectrum would be much larger than
that of the square-wave. The squarewave possesses a relatively small
spectrum because it’s periodic. A
narrow-band filter would destroy the bitpattern whenever it shows longer periods
of the same bit. The band-pass filter
should therefore be as wide as possible.
Figure 130. EFS019. 100 – 1000 Hz pass-band.

Measurements however indicate that stability cannot be maintained when the passband gets too wide (measurements EFS018, EFS019) as more and more unwanted
frequencies of the chaotic noise enter the spectrum.
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The use of a narrow band-pass filter also proves to work at different frequencies.
For example in measurement EFS020 the recovery of a 1 kHz message with
100mVtt amplitude is shown with a 950 – 1050 Hz band-pass-filter applied.

Figure 131. EFS020. 950 – 1050 Hz pass-band.

Figure 132. EFS021. 500 – 1500 Hz

Again, enlarging the pass band destabilises the message recovery. The stable
recovery of a square wave signal with an offset equal to half its amplitude proves
successful when a band pass filter with a width of 200 kHz of the 8th order
Butterworth type is used in combination with a Schmitt trigger.
Overall performance
The overall performance of chaos masking with error-feedback synchronization with
the purpose of message extraction depends on four variables.
• Message frequency
• Message amplitude
• Coupling resistance Rc
• Filter pass band.
To give an indication of the performance of this system, a series of measurements
has been conducted. The coupling-resistance and the message amplitude have the
biggest effect on the performance. These variables are varied in the measurements
and the associate cross correlation value for each combination is computed.
Coupling resistor Rc will be stepwise decreased from 4kΩ to 0Ω in steps of 0.25kΩ.
For each Rc value the message will be inserted at 20, 50, 100, 150 and 200mV
amplitude; all with an offset equal to half the amplitude. At each measurement, the
recovered waveform has been scaled in Labview to match the transmitted signal in
amplitude and offset. Time series of the original and recovered signal are then
saved by Labview for 60.000 samples (sampled at 150 kHz). The written C program
then computes the cross correlation value for each time-series. The obtained values
are plotted in an altitude-map in figures 133 and 134, where figure 133 represents
the recovery of an unfiltered square wave and figure 134 the recovery of a filtered
square-wave through a threshold. The threshold value is set to the most optimum
value by visual observation in Labview for each measurement.
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Figure 133. Cross correlation graph for the recovery of a sine wave with error-feedback synchronization.

The values of the cross correlation are increasing when the coupling resistance is
decreased from 4kΩ to 0.75kΩ. The highest values for all message amplitudes are
measured at 0.75kΩ, except for a small region around 2.25kΩ for 100mV and
150mV messages. After 0.75kΩ the correlation values are decreasing rapidly. None
of the measured values exceeds 0.7. Where the border lies between a recoverable
signal and an irrecoverable signal is rather subjective. If the border would be placed
at the point where the signal is recoverable by the simple means of a comparator
with adjustable threshold, then none of the measured values in this graph would be
on the ‘recoverable side’. When the same series of measurements is performed with
the use of a filter and threshold, the graph in figure 134 is obtained.
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Figure 134. Cross correlation graph for the recovery of a square wave with filter and threshold, with
error-feedback synchronization.

The correlation graph for the filtered signal possesses the same characteristics as
the graph of the recovery without the filter. However the lower border for the value
of the coupling resistor after which the recovery quality starts to decrease rapidly is
shifted to 0.5kΩ. Also the values in the graph are higher on average, as was
expected. The highest computed values are between 0.7 and 0.8 and are only
found at message amplitudes of 150mV and higher. Except for 100mV message
injection at a coupling resistance of 1kΩ. This value (1kΩ) appears to be the
optimal value when using a filter and threshold. These values are not quite
satisfying and resemble the observed effects on recovered waveforms in the timedomain.
Again it is difficult to draw a border in the graph where the message could be
recovered without error. If the width of a recovered bit is smaller than the original
bitwidth than the cross correlation would be degraded at that point in the time
series. However if a recovery system would be used that could restore the bit to its
original width than it would still be recovered in good order. Such a system could be
realised for example by locking a clock-signal to the received bitstream and
measuring the average amplitude for one bit period. The border of a ‘good’
recovery depends on the further signal processing that is used, and the required
BER. The graph that is provided is therefore solely meant as an indication for the
effect of the message amplitude and the coupling resistance on the recovery of
such a message.
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Conclusions
After the experiments with error-feedback synchronization several conclusions can
be drawn on this method:
• Uni-directional error-feedback synchronization using V1 between Chua
circuits cannot provide a good synchronization (that is considered to be the
case when the synchronization-error is below 10mVtt) without forcing.
• Therefore it is not possible to obtain a message-recovery without the
presence of chaotic-noise.
• The technique of chaos masking with error-feedback synchronization is
usable for the recovery of a square wave signal when using relatively high
coupling and with the use of a matched filter and Schmitt trigger.
• Stability decreases fast when the pass-band of such a filter is made too wide
(on average there can be spoken of a band wider than 200Hz, depends on
the used message frequency), it also decreases fast when the couplingresistor’s value is higher than 2KΩ.
• 0.75KΩ appears to be the optimum value for the coupling-resistor when
using error-feedback synchronization with the circuit-parameters used in
these experiments.
The objective that was proposed in the introduction of this research:
“Add a digital message to a chaotic signal at the transmitter side, and recover it
without error at the receiver side.”
has not yet been reached. The results obtained with error-feedback synchronization
for the use of chaos-masking are not quite satisfying. The main problem that was
encountered is the synchronization itself. The level of synchronization is not high
enough without the use of strong coupling (forcing).
Strong coupling seems to be fatal for the recovery of a small message-signal as it
ends up being copied by the receiving Chua circuit. Increasing the message
amplitude is no option however because its spectrum would supercede the chaoticspectrum and therefore exposing the message signal to third parties.
Therefore another technique to synchronize two circuits will have to be used. A
possible technique is the ‘drive-response’ system. A concept for synchronizing Chua
circuits in a drive-response configuration has been proposed by T.L. Carroll and
L.M. Pecora.
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Pecora-Carroll drive-response system
Introduction
Another method of synchronizing Chua circuits has been investigated by Thomas L.
Carroll and Louis M. Pecora. Their proposed method uses a Chua circuit as it is
presented before in this document as the transmitter, but a different circuit for the
receiver. For the receiver circuit, a slightly modified Chua circuit is being used. The
theory behind a drive-response configuration is that the Chua circuit itself can be
divided into two subsystems. One which is ‘active’ and one which is ‘passive’. The
passive subsystem is being driven by the active subsystem. If the driving
subsystem (1) is driving a passive subsystem (2) locally, then it could also drive an
external passive subsystem at a different location. The second passive subsystem
would then produce identical dynamics as the first, if those passive subsystems are
identical and the driving signal is also identical.
If subsystem 2 (passive) at the receiver-end is producing an identical signal to
subsystem 2 at the transmitter-end, then subsystem 1 (active) of the receiver is
being influenced by subsystem 2 of the receiver in the same way as subsystem 1 of
the transmitter is influenced by its subsystem 2. Therefore if parameters are
matched, subsystem 1 at the receiver will also produce a signal that is identical to
subsystem 1 at the transmitter. If so, the receiver is synchronized to the
transmitter. Of course subsystems 1 of both transmitter and receiver will only be
affected by their subsystem 2 in an equal way, if the parameters of those
subsystems are equal.
A complete schematic of this drive-response configuration with two Chua circuits is
presented below.
Subsystem 2

Subsystem 1

Chua 1
Transmitter

Chua 2
Receiver

Subsystem 2

Subsystem 1

Figure 135. Schematic of the Pecora-Carroll drive-response system.
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Message recovery using the drive-response system
A circuit as presented in figure 135 has been constructed in an experimental setup.
The physical parameters for these two circuits are:
Chua

C1

C2

rL

L

R

1

9.83nF

96.9nF

21.8Ω

±18mH
(Could not be measured)

Potentiometer
2kΩ

2

9.83nF

97.0nF

21.2Ω

±18mH
Potentiometer
(Could not be measured)
2kΩ
Table 5. Actual circuit parameters, measured using a Promax PD-693 multimeter.

The message-adder and message-subtractor have been connected to the circuit in
the same way as with the error-feedback synchronization experiments (schematic
is shown in figure 115). The experiments will be conducted with a message
waveform being added to the chaos at V1. The different waveforms will be
generated by a Hameg HM8030-5 function generator.

Figure 136. The view of a transmitted (red) and recovered (white) sine-wave. Y-axis: Amplitude in volts.
X-axis: Time in seconds.

Both transmitted (red) and recovered (white) sine-waves are plotted in figure 136.
Two things can be noticed in the graph. The white line has a small phase-shift due
to the phase response of the input filter of 10 kHz. Second and most important, the
white line appears to have small deviations around the tops and high negative and
positive peaks with an average width of 0.2ms. The peaks appear at an irregular
rate and are probably caused by desynchronization. The difference between the
sine wave and the square wave is the absence of a larger period of 0 volts in which
the receiver can resynchronize. The quality of this recovery appears to be different
than the error-feedback recovery. One of the conclusions with error feedback
recovery was that the chaotic noise in the recovery was present at all times in the
message signal. In this case, the error is higher but only occurs for short periods of
time. Next, the recovery of the square wave is performed.
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Figure 137. The view of a transmitted (red) and recovered (white) square-wave. Y-axis: Amplitude in
volts. X-axis: Time in seconds.

The recovered square wave also shows the error-bursts of 0.2ms wide. Moreover
the recovered square is distorted around the positive and negative edges with
damped 3 kHz sine-waves. The receiver system appears to be disturbed by the
sharp edges and then settles again after some time (in this case with the 400Hz
message the settling time is not entirely within half the period time).

Figure 138. The view of a transmitted (red) and recovered (white) square-wave. Y-axis: Amplitude in
volts. X-axis: Time in seconds.

These disturbances seem to be directly related to the message amplitude. If the
amplitude is increased by 2 times, the amplitude of the ‘disturbance’ around the
edges also increases by a factor 2. The square wave will now be offset to 25mV
(with 50mV amplitude) to compare the situation of 50% pure chaos injection with
the results obtained in a similar situation with error-feedback synchronization.
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Figure 139. Offset has no effect. Y-axis: Amplitude in volts. X-axis: Time in seconds.

It appears that, like with error feedback synchronization, the offset does not impose
a great improvement in synchronization stability. The disturbances around the
edges are still present at the same level as well as the desynchronization-peaks.
The recovery-quality could be improved by introducing a high-pass filter to remove
the oscillating waveforms on top of the square wave. Because the filter would also
impose negative effects on the square waveform, a scenario is created using a
message signal with its second harmonical frequency equal to damped sine that
should be removed from the signal.
The problem of the larger desynchronization bursts that are for example visible in
figure 139 at t=0.0006s and t=0.0072s will be addressed later.
The spectrum of the subtractor-output which is shown in figure 140 shows the block
wave at 1 kHz and its higher harmonical components at 3, 5, 7 and 9 kHz. The
chaotic noise in the subtraction is mostly situated below 4 kHz.
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Frequency
Figure 140. Spectrum of the subtractor-output. Y-axis: Amplitudes in volts at scale 1:2, X-axis:
frequency in Hertz.

Figure 141. The subtractor-output in the time-domain. Y-axis: amplitude in volts, X-axis: time in
seconds.

In the time-domain plot in figure 141, the subtractor-output is plotted as the white
signal, the threshold-output as the red signal, and the original message as the
green signal. The green signal has been offset artificially by labview for the sake of
clearness of the graph. The delay that is present between the green line and the
white / red lines is in fact a phase-shift caused by the input-filter.

Figure 142. Phase response of the used low pass input-filter of the Butterworth-type (10 kHz).
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A descent threshold-level could not be set when using a low pass filter with a 10
kHz pass band. Chaotic noise is exceeding the threshold-level frequently.
The recovery-quality starts to improve significantly when the 5th order Butterworth
filter is set to a cutoff frequency of 2 kHz.

Figure 143. The subtractor-output in the time-domain with applied filter with Fc = 2Khz. Y-axis:
Amplitude in volts. X-axis: Time in seconds.

A similar behaviour as with error-feedback synchronization can be observed.
Correlation between the transmitted and recovered signal seems to be directly
related to the pass-band of the applied filter.
With the pass-band is further decreased to 1.1 kHz, the following graph is obtained.

Figure 144. The subtractor-output in the time-domain with applied filter with Fc = 1.1Khz.

Again, the use of a filter appears to be crucial for message-recovery. However the
drive-response configuration could be able to provide a message-recovery without
the use of such a filter, if the desynchronization symptoms could be removed.
These bursts and peaks of desynchronization need further examining as to discover
their origin. The unfiltered subtraction-result is examined again in figure 145.
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Figure 145. NI300: Pre-scale: 1.1 Post-scale: 4 – Message: 50mVtt offset: 25mV Sample-rate: 500Khz

Scaling and squaring of the signal of the subtractor output produces the above plot.
No filter is applied to the sampled signal. There are periods of time visible in which
the message could easily be recovered by applying a threshold. However the
sudden desynchronization-bursts that are visible especially between t=0.002 and
t=0.006 corrupt the message-signal. If these peaks could be removed, a good
recovery could be achieved. The peaks of desynchronization were expected to be
caused by the message that was added to the chaos. In fact such a message is
corrupting the original chaos, therefore affecting the ability of the second circuit to
synchronize. However the following experiment with the absence of a message
signal proves this theory wrong.

Figure 146. NI302 – V2 of Chua1 is plotted in red, probe 1:10, subtractor output in white, probe 1:1
Sample-rate: 500 kHz

Measurement NI301 shows the output of the subtractor, when the second input of
the message-adder is shorted to ground (adding 0 volts to the chaos). The
desynchronization-peaks are still visible. The obvious question is: when and why do
these peaks occur? The subtractor-output is compared to one of the chaotic-signals
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present at its input in measurement NI303.

Figure 147. NI303 – V2 of Chua1 is plotted in red, probe 1:10, subtractor output in white, probe 1:1
Sample-rate: 500 kHz

NI303 shows the chaotic signal from Chua 1 as the red line, while the subtractor
output is plotted as the white line. It can clearly be seen that the
desynchronization-peaks occur whenever the chaotic signal makes a jump (either
to the other polarity, or closer to the momentary DC level). This is expected to be
due to parameter mismatch (second Chua is not ‘expecting’ a jump, follows its own
path for a few hundred microseconds and later resynchronizes). Documentation on
the Pecora-Carroll-configuration 7 clearly states the importance of exact matched
components in both circuits. The drive-response configuration does not do a
physical synchronization of two circuits by a form of feedback. It basically estimates
the state of subsystem 2 of the transmitter by sharing its influence on subsystem 1.
Therefore it is not surprising that a difference in parameters results in a difference
in the way both subsystems respond to the mutual influence.
With this knowledge several attempts to remove the error-bursts have been
performed:
• Matching the value of C1 in both Chuas to within 0.01nF (both 9.83nF)
• Matching the value of C2 in both Chuas to within 0.2nF (96.9nF and 97.0nF)
• Matching ohmical resistance of L in both Chuas to within 0.3Ω using
potentiometers in series with the inductors.
• Several different inductors have been tried in order to find matching values
for L. Their inductances however could not be measured.
• Adding 50Ω potentiometers in series with resistors R3 and R6 in order to
match the slopes of g(v) of both Chuas.
• Using independent power supplies for both the transmitter and the receiver.
• Re-calibration of the message-adder circuit to obtain unity-gain of V2 of
Chua 1 when message-input is shorted to ground.
• Replacing all resistors in the nonlinear sub-circuits g(v) with 1%-tolerance
equivalents. In addition all resistors have been measured to have equal
values (to within the accuracy of the Promax multimeter).
Because the values of the inductors in the circuits could not be matched and are
expected to have tolerances of at least 5%, they are expected to cause the
parameter-mismatch between the circuits. Such a mismatch could be the cause of
the desynchronization-bursts. In order to confirm this expectation, the circuit was
simulated using PSpice using the schematic of figure 135.
7

“Synchronization in Chaotic Systems” by Louis M. Pecora and Thomas L. Carroll. Physical review
letters vol. 64 nr. 8.
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Simulation of the drive-response configuration
A transient-analysis of the drive-response configuration shows the following graphs:

Figure 148. PS450. Transient-analysis: Run-time 60ms, step-size 1us. Nodes V1 of both Chuas in the
time-domain.

In this time-domain plot of simulation PS450, voltage at both V1 nodes of the
Chuas are plotted. As the signals seem to be exactly matched at this scale, only the
red slope is visible. The green slope is exactly overwritten. To examine the
difference between the signals, a subtraction is plotted below using differential
voltage-markers. As the time-scale is equal between figures 148 and 149, one can
see that the highest difference-peak occurs when the V1-signal crosses 0 volts and
returns shortly after, at t=42ms. This also matches the Labview-observations.

Figure 149. PS450. Transient-analysis: Run-time 60ms, step-size 1us. Difference in V1 of both Chuas in
the time-domain.
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The result of the simulation matches the results seen in the measurements on the
Labview-oscilloscopes; however the desynchronization-bursts of high amplitude are
not present. This confirms even further the theory of parameter-mismatch, as
parameters in the simulation are exactly matched. To prove this, a monte-carlo
analysis is performed simulating tolerances of the inductors. The monte-carlo
analysis is set to run 5 simulations using random tolerances between 0% and a
given percentage. In simulation PS451 this value is set to 10%, as a maximum
expected value for the tolerances of the inductors.

Figure 150. PS451. Monte-carlo-analysis of the difference in V1 of both Chuas in the time-domain.
Run-time 60ms, step-size 1us, passes: 5, random-number seed: 1000, distribution: uniform.

Figure 150 shows the effect of a 10% tolerance in both inductors. Figure 151 shows
a zoom of this plot. The yellow and red slopes are showing the most exotic
behaviour of the five that are present, indicating the highest tolerances. Similar
behaviour has been obtained by introducing a mismatch in the practical circuit
implementation. The blue, purple and orange slopes show less high amplitudepeaks, indicating a simulation-pass with smaller tolerance. The slopes are not only
showing the peaks but also the larger bursts of desynchronization.

Figure 151. PS451. Monte-carlo-analysis of the difference in V1 of both Chuas in the time-domain. 10%
tolerance. Run-time 60ms, step-size 1us, passes: 5, random-number seed: 1000, distribution: uniform.
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This simulation (PS451) indicates that a tolerance in inductance of the used
components can indeed cause desynchronization-peaks and –bursts. With a low
tolerance value peaks are only visible of low amplitude, while high tolerance values
cause larger desynchronization-bursts. Simulation PS450 indicated that without
parameter-mismatch due to tolerances, the mismatch in V1 signals of the Chuas
has a maximum amplitude of +6mV. A value that would be very suitable for
message-subtractions, for example a message of 50mVtt. So how small should the
tolerance be, or otherwise how close should the inductances be matched?

Figure 152. PS452.Monte-carlo-analysis of the difference in V1 of both Chuas in the time-domain. 1%
tolerance. Run-time 60ms, step-size 1us, passes: 5, random-number seed: 1000, distribution: uniform.

Simulation PS452 is another monte-carlo analysis as described before, this time
conducted with tolerance set at 1%. The larger desynchronization-bursts have
disappeared completely, and the peaks in the signal have dropped significantly in
amplitude. 1% tolerances indeed produce better synchronization results. However
the peaks would still frustrate chaos-masking as they still exceed several hundreds
of millivolts.

Figure 153. PS453.Monte-carlo-analysis of the difference in V1 of both Chuas in the time-domain. 0.5%
tolerance. Run-time 60ms, step-size 1us, passes: 5, random-number seed: 1000, distribution: uniform.
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The last monte-carlo analysis (PS453) shows promising results. Mind the difference
in the Y-axis scale. The V1 signal difference that would appear as chaotic-noise in a
message-subtraction now remains below 10mV (except for two peaks). Moreover
on average the peaks do not exceed 2mV. This would be a very suitable situation
for chaos-masking to succeed.
In order to eliminate the possibility of other component-tolerances to be the cause,
a monte-carlo analysis is conducted with tolerances introduced in the resistors of
g(v). The tolerance is set to 1%, matching the physically used components.

Figure 154. PS454.Monte-carlo-analysis of the difference in V1 of both Chuas in the time-domain. 1%
tolerance. Run-time 60ms, step-size 1us, passes: 5, random-number seed: 1000, distribution: uniform.

A small increase in amplitude of desynchronization-peaks can be noticed when the
resistors of g(v) are simulated with 1% tolerance. This illustrates that a tolerance in
the resistors is not likely to be the cause of the measured large desynchronizationpeaks.
Since the physical capacitors in both Chuas are already matched to within 0.2% by
measuring, it is of no use at this point to conduct simulations with capacitortolerances.
Measurements with matched inductors
Inductors of 18mH with low tolerances were not available to order. However
inductors of 22mH with 5% tolerance could be obtained. The closest matching
inductors were found by trail and error. A subtraction of both V1 signals without
added message indeed shows an improvement in synchronization. A side effect of
measurements with 22mH inductors is that this value produces chaos with an
average time between polarity jumps which is much shorter compared to the 18mH
inductors. Therefore the 22mH inductors produce more desynchronization bursts
but when comparing them relatively to the 18mH ones, they do not.
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Figure 155. Subtraction result (no message added) in V1 signals with 18mH high tolerance inductors. YAxis: Amplitude in volts. X-Axis: Time in seconds.

Figure 156. Subtraction result (no message added) in V1 signals with 22mH 5% tolerance inductors. YAxis: Amplitude in volts. X-Axis: Time in seconds.

The improvement in synchronization quality can be observed when comparing
figures 155 and 156. Since the average time between polarity jumps in figure 156
is shorter then in figure 155, the bursts have increased. However what is important
to mind is that these bursts occur at polarity-jumps and their rate is therefore
related to the actual value of the used inductor. A more important observation is
the decrease of the intensity and amplitude of these bursts. While the bursts easily
exceed 0.35 volts in amplitude with the old inductors, they remain well within this
limit with the low tolerance ones. Also the amplitude of the oscillations between
these bursts has decreased in figure 156.
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Figure 157. Both V1 signals with 22mH 5% tolerance inductors plotted in the time domain. Y-Axis:
Amplitude in volts. X-Axis: Time in seconds.

In the above graph the voltage at V1 at Chuas one and two is plotted for 5ms. Here
Chua one (transmitter) is drawn in white, Chua two (receiver) in red. The difference
in these lines around t=3.5ms is causing one of the highest desynchronization
peaks at that moment, while the difference in the tops of the main chaotic
oscillations at for example t=1.25ms and t=2.2ms are causing the lower peaks.
These peaks are observed in figure 156.
When looking closer at the deviation of the red line around t=3.25ms one could
interpret this slope of the red line as if it was going to return with a negative
coefficient downwards, but was later corrected to the path of the white line. This
indicates that the signal of V1 at Chua 2 was actually ‘planning’ another path then
V1 at Chua 1. These paths are calculated by the equations of the oscillatory circuit
as described in chapter two, and are therefore related to the values of these
components.
The differences in the main chaotic oscillations however are linear and increase
whenever the value of the tension approaches 0. This difference appears
asymmetrically. The cause to this is probably a small asymmetrical difference in the
V-I characteristic of g(v) of both Chuas. When the position of the Vc point of this
characteristic (see chapter two, figure 15) is different, then the tension at a given
current will be different. Since the slope of this part of the characteristic is relatively
steep, a small difference in the position of Vc will have a relatively large effect.
An attempt to prove these theories and to take countermeasures could
unfortunately not be made due to the unavailability of components and too little
time to obtain and implement them. However to give an indication of the overall
performance of the Pecora-Carroll synchronization in chaos masking, the same
series of measurements have been performed as with the error-feedback
synchronization.
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Overall performance
In contrary to error-feedback synchronization, there is no coupling which could be
varied in the Pecora-Carroll configuration. Therefore the only variables remain the
frequency and amplitude of the injected message. To get a view of the course of
recovery when these variables are altered, both the message frequency and amplitude is varied and its associate cross-correlation is computed. At each
measurement, the recovered waveform has been scaled in Labview to match the
transmitted signal in amplitude and offset after which the time-series are saved for
5s. The written C program then computes the cross correlation value for 60.000
samples for each time-series. This produces the cross-correlation graphs of figures
158 and 159.

Figure 158. Cross correlation graph for the recovery of a sine wave with Pecora-Carroll synchronization.

As expected, the graph does not show correlation values above 0.75 for low
message amplitudes (150mV and higher would exceed chaotic spectrum). The
desynchronization-bursts cause a negative offset to every computed cross
correlation, however the form of the graph will remain the same when these bursts
are removed. A less favourable observation is the ‘valley’ in the graph at 2.5 kHz.
This happens to be the main oscillating frequency of the chaotic-signal. Inserting a
message at that frequency is not unlikely to impose a problem in its recovery.
Adding a sine wave at this frequency basically amplifies or attenuates (depending
on the phase) the oscillations in the chaotic signal. The receiver subsystem number
2 will then respond to this signal as if it was generated entirely by the transmitter
subsystem number 1. This results in V1 of Chua 2 becoming equal to the sum of
the message and V1 of Chua 1. In the end, two identical signals will be subtracted
resulting in 0 volts subtraction result (theoretically).
This discovery exposes an important limitation of the Pecora-Carroll
synchronization. Next, an identical series of measurements are performed but with
the use of a square-wave signal. This will give an indication of the performance of
this system with such a signal.
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Figure 159. Cross correlation graph for the recovery of a square wave with Pecora-Carroll
synchronization.

The obtained graph is quite similar to the sine wave graph on the previous page.
While the values may have some difference, the shape of the graph is in general
the same. The ‘valley’ at 2.5 kHz is also present; however its ‘depth’ is less
compared to the sine wave recovery.
During the measurements, a strange effect was also observed when the injected
message has a frequency of 5 kHz.

Figure 160. Strange effect that appears at 5 kHz square-wave injection. Y-Axis: Amplitude in volts. Xaxis: Time in seconds.

Adding a message with a base frequency which is equal to the second harmonical
component of the main oscillating frequency of the chaos, also seems to affect V1
of the receiver. However in this case the distortion of the recovered waveform is
not important as it would not cross a threshold at 0 volts.
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Conclusions
The Pecora-Carroll synchronization method is a technique with quite different
(dis)advantages then the error-feedback method. For example the noise is that is
present in the recovered message is of a different nature and origin, as well as the
conditions for it to succeed.
•

•
•
•
•

Pecora-Carroll synchronization is extremely sensitive to parameter
mismatch. Components need to be matched to within 1% for a successful
message recovery. Such close matched components could be difficult to
realise under practical circumstances because of the influence of
temperature, aging, etc.
The amplitude of the injected message is related to the recovery quality in
the region of 20 to 200 mVtt in a somewhat linear way.
Messages that are injected at frequencies that are in use by the chaotic
carrier for its main oscillating frequency cannot be recovered.
Outside these ‘dead zones’ in the spectrum, any frequency could be
recovered.
The waveform of the message signal has no effect on its recoverability.

Further research is necessary to examine the results of a practical implementation
of message recovery with the use of matched components. Due to lack of time
these experiments could not be completed. However the obtained measurement
results together with the simulation results present a promising perspective for the
Pecora-Carroll synchronization.
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The effects of AD/DA conversion
Introduction
In the previous experiments measurements were performed in a typical laboratory
setup. This setup obviously has some practical differences with a real-world
implementation. The most important difference is that the transmitter and receiver
are linked directly to each other in the same environment. The distance of the
‘transmission-line’ between transmitter and receiver which consists of the
connection between V1 and the first op amp, is no longer then a few centimetres.
When a system with chaotic transmission would be implemented in a practical
situation, then the chaotic signal of V1 would be transported through a public
channel. Whether this channel is a telephone-line, a satellite connection or another
connection, the minimum channel distortions that would affect the transmitted
signal are additive white Gaussian noise and band-pass filtering. The spectrum of
the chaotic signal is broadband and therefore impractical to a public transportation
channel since they are often limited to a certain bandwidth. Noise added to the
chaotic signal in the channel will definitely corrupt the message signal hidden in it
(when using chaos masking), since the message amplitude is around 1% of the
amplitude of the chaotic signal.
To transmit messages through the public channel, the need for conversion from
analog to digital is inevitable. AD and DA conversion can be done with two
parameters. These are the sampling-rate and the number of bits. How do these
parameters affect the ability of the receiver to synchronise? As seen in previous
experiments, the Chuas own certain ‘filtering’ capabilities. A message that is added
by the transmitter gets filtered by the receiver, the same goes for noise (to a
certain amount). This would imply that a lower number of bits of the AD/DA
conversion which visibly distorts the chaotic signal does not necessarily disable the
receiver to synchronize. The same goes for a decreasing sampling rate (decreasing
from the minimum rate of 2 ⋅ f max ). This does not apply to the recovery of the
message however. Since it is very small, decreasing the number of bits in such a
way that the resolution becomes lower then two times the message amplitude
(speaking of a digital message), would corrupt it. The message could also be
corrupted by a sampling rate which is too low (less then 2 ⋅ f max for analog signals,
for digital signals this is subjective).
So when the effects of digitalisation parameters are known for as far as the
message concerns, it is interesting to see in what way these parameters affect the
chaotic signal itself and most important the synchronization of two Chua circuits.
In the following experiment, both parameters are varied separately to examine
their influence on the synchronization of two Chua circuits.
Experiment setup
To explore the course of synchronization under a decrease of either the number of
bits or the sampling rate, it is important to exclude other effects from the
measurements such as parameter mismatch. Therefore the experiment is
conducted with only one Chua circuit in the drive-response configuration, which will
synchronize to itself.
First, the response Chua will be slightly modified by removing the op amp between
the two subsystems (see figure 135). A PC running National Instruments Labview
will save a 500ms long time series of V1 of this Chua operating in the chaotic
regime to a reference file. This reference file will then be processed by a program
written in C. The C program decreases first the bit rate from 16 to 1 in steps of 1,
by rounding the values up or down to the nearest available value. For instance
when the reference file contains a time series sampled at 16 bits with the reference
voltages set at 9 and -9, then the resolution will be

9V − (− 9V )
≈ 0,275mV . When
216

the C program decreases the number of bits to 15, the new resolution will become
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9V − (− 9V )
≈ 0,55mV . So a value found in the file at for example 2.475mV will be
215

rounded down to 2.2mV.
This is done for each whole number of bits between 16 and 1, creating a total of 16
files plus the original reference file.
Next a similar proces is done for the sampling rate. The C program decreases the
number of samples in the file by simply skipping some at different rates. For
instance the first pass will skip half of the samples by taking samples number
2,4,6,8 etc and writing the selected ones to a new file. The second pass will skip
one third of the samples by taking samples 3,6,9 etc and write them to a file too.
This process will continue up to selecting one sample from each hundred samples.
At that point the sampling rate has decreased to one hundred of the original rate of
the reference file. The maximum rate that is allowed by the used PCI-6259 data
acquisition card in combination with Labview 7.1 is 500 kHz. This allows sampling of
frequencies up to 250 kHz, which is far beyond the width of the spectrum of the
chaotic signal. The last output file of the C program will contain a chaotic signal at a
sampling rate of 2.5 kHz.
Next, Chua circuit which was converted to a driving Chua circuit is transformed
back into a response circuit again by reinserting the op amp between C2 and R. The
generated set of files will then be output by the computer and the generated signal
will be inserted at the same point in the circuit where a driving circuit would be
connected (see figure 135). The response Chua will then synchronize to a signal
that it has been generating itself, however it is affected by AD/DA conversion. This
simulates a drive-response configuration with two identical Chuas where the
response Chua is driven with a signal that was digitalized. This whole process is
presented schematically below.
Response Chua modified to
be a drive Chua
V1

500ms of
signal

Fs=500Khz

BNC-110 & PCI6259 interface

Labview program

250000 samples
Reference file

Processed files
16 Bits

Fs / 1

15 Bits

Fs / 3

14 Bits

Fs / 4

… Bits

Fs / …

1 Bit

Fs / 200

C program
process reference
C program
Compute correlation

Correlation values
for all
measurements

Labview drive program

Fs=
var

Output processed file to Chua
Measure response from Chua
250000 samples

Response Chua (the same circuit)
V2

Fs=
500Khz

V1

Figure 161. The schematic representation of the experiment setup with AD/DA conversion.
Final report
Page 122/154

Analysis, synchronization and communication using chaotic signals

The entity entitled ‘Labview drive program’ in figure 161 is constructed with the
following Labview
schematic.
As visible in the
schematic, when the
start button is pressed,
one of the processed
files is read and directly
being output. This output
is connected to the
response Chua as
illustrated in figure 125.
At the same time its V1
signal is being sampled
with the same frequency
as the reference-file
(500 kHz) and directly
written to a responsefile. This response file is
then cross correlated
with the C program.

Figure 162. The Labview schematic used to drive the response Chua and to measure its output.

Starting with the series of files with different sampling rates, the response Chua
does not seem to show different responses when files are introduced with the
sampling rate reduced down to around 10 kHz. There is a delay of 2ms visible that
is being caused by the Labview program which is sequential.

Figure 163. Injected signal and Chua response. Y-Axis: Amplitude in volts. X-Axis: Time in seconds.
Fs = 500Khz
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Figure 164. Injected signal and Chua response. Y-Axis: Amplitude in volts. X-Axis: Time in seconds.
Fs=20Khz

When the sampling rate falls below approximately 10 kHz, the response Chua starts
to loose synchronization. This occurs especially around the polarity jumps. At these
points the inaccuracy in the slopes of the signal due to the spectral components
that were removed in the AD/DA process, becomes fatal for the response Chua.

Figure 165. Injected signal and Chua response. Y-Axis: Amplitude in volts. X-Axis: Time in seconds.
Fs=8.3Khz
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Figure 166. Injected signal and Chua response. Y-Axis: Amplitude in volts. X-Axis: Time in seconds.
Fs=5Khz

The number of bits however appears to have less influence on the synchronization
of the Chuas. In figure 168 (6 bits used) the first visible symptoms of a decreased
number of bits become visible. The response of the Chua however does not show
these symptoms, illustrating its ‘filtering capabilities’.

Figure 167. Injected signal and Chua response. Y-Axis: Amplitude in volts. X-Axis: Time in seconds.
Number of bits: 16
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Figure 168. Injected signal and Chua response. Y-Axis: Amplitude in volts. X-Axis: Time in seconds.
Number of bits: 6

An even greater inaccuracy in the AD-conversion process affects the response Chua
only at those periods without any variation in tension, here for example from
t=0.0045 to t=0.005 in the response plot. Of course there is a lower border. When
using 2 bits the response signal does not resemble the chaotic motion at all.

Figure 169. Injected signal and Chua response. Y-Axis: Amplitude in volts. X-Axis: Time in seconds.
Number of bits: 4
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Figure 170. Injected signal and Chua response. Y-Axis: Amplitude in volts. X-Axis: Time in seconds.
Number of bits: 2

When the cross correlation value is computed of time series in the files in these
series of measurements as illustrated in figure 161, the effects of digitalization
become more clear. To work around the introduced delay in the signal, the cross
correlation program as it was described earlier was modified to implement the full
equation including the delay. This shifts the second time series along the first one
in a given window. When doing this in multiples of the sampling step-time it will
produce a series of correlation values for each ‘delay’. When scanning through this
series, the maximum value will be found when the delay in the correlation meets
the delay between both chaotic signals.
When these correlation values are plotted with respect to the according delay value,
the following graph is obtained.
1,0
0,8

Cross correlation

0,6
0,4
0,2
0,0
-0,2
-0,4
-0,6
-2000

-1667

-1333

-1000

-667

-333

0

Delay in number of samples
Figure 171. Cross correlation of synchronization with 50 kHz sampling rate at 16 bits.
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The maxim value is found at a delay of 927 samples being 0,967. With a samplingrate of 500,000 samples per second, this would correspond to a delay of
927/500000th of a second, or 1.854ms. This matches the observations on the
previous pages.
When all of these correlation files are scanned for the highest value, and these
values are plotted with respect to the corresponding sampling rate, the following
graph is obtained.
1,0

0,9

Cross correlation

0,8

0,7

0,6

0,5

0,4

0,3
500

400

300

200

100

0

Sample frequency in KHz
Figure 172. Cross correlations of synchronization with respect to sample frequency.
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Figure 173. Cross correlations of synchronization with respect to sample frequency (zoomed scale).

As expected, the synchronization quality does not suffer under the decrease of the
sampling rate until 10 kHz, where the correlation crosses 0,8. After that border,
synchronization quality starts to drop rapidly.
The same is done for the number of bits.
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Figure 174. Cross correlations of synchronization with respect to sample frequency (zoomed scale).

The response Chua is able to estimate V1 of the transmitter very accurately for a
reduction in the number of bits down to 5. After this value synchronization is also
lost.
Conclusions
When using a digitalized signal to synchronize Chua circuits in the drive-response
configuration, the synchronization quality is not related to sampling parameters in a
linear way. The expectations on the effects of the sampling rate were confirmed, in
that way that the minimum required rate is a little over twice the highest frequency
of the chaotic spectrum. Spectral measurements have indicated that a Chua with
the used components operates in a bandwidth with an upper border of 3 kHz. The
required sampling rate for a synchronization quality that does not visually
deteriorates in time-domain plots was found to be around 10 kHz. This also
matches the slope in the correlation graph. The theoretical required rate would be 6
kHz but requires an infinite steep input filter which is obviously not present. The
minimum rate that was determined to be 10 kHz is therefore realistic and meets
the expectations.
The number of bits however has a surprising effect on the synchronization. When
using an appropriate sampling rate, it appears to less crucial to decrease this
number. The driven Chua circuit seems to respond very well even if the driving
signal resembles the original chaotic signal in a lousy way. If the motion of the
driving signal is just more or less in the right direction then the response Chua
appears to reconstruct the original signal with an extraordinary accuracy.
This leads to the main concluding points:
•
•
•

•

The spectrum of the chaotic signal determines the required sampling rate,
not the message being added.
The minimum required sampling rate for this Chua circuit would be 6 kHz in
theory, however due to the input filter the minimum is set at 10 kHz.
The amplitude of the message signal determines the required number of bits
when using a digital message signal. For analog message signals, the
required quality of the recovered message (speaking of quality degradation
due to AD/DA-conversion) determines the required number of bits.
In theory the successful transmission of a 50mVtt square wave signal of 1
kHz with the used Chua circuit, could be obtained with a digitalized
synchronization-line sampled at 10 kHz with 6 bits.
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5. Conclusions
Conclusions on subject one

In this subject several coupling experiments with two and three Chua circuits have
been conducted. Also a study was done about the possibility of adding a delay to
the coupling between the circuits.
The main goal in this subject was to explore the regions of interaction and
especially the region of synchronization between coupled Chua circuits and to
determine the leading circuit in a coupling configuration.
The regions of interaction between coupled Chua’s have been explored by
conducting several coupling experiments with two circuits.
These experiments with two circuits can be divided into the unidirectional and
bidirectional experiments.
From the unidirectional coupling of V1 and V2 can be concluded that V1 is a better
signal to synchronize Chua circuits. When V1 is coupled synchronization is
maintained longer, which means that the coupling can be reduced further before
synchronization is lost. With signal V2 from the Chua circuit has been seen that
already for high values for the coupling this signal yields a poor quality of
synchronization.
Also, in combination with the bidirectional experiments it appeared that there are
different regions of interaction between the circuits. These are the synchronization,
oscillation and synchronization loss region.
In the synchronization region the coupled circuits are synchronized for a value of 0
to 4.5kΩ for the coupling resistor in an unidirectional case with voltage followers.
The best synchronization was achieved with signal V1 for Rc = 1.5 and 2kΩ.
When a single resistor is used without voltage followers this region goes from 0 to
10.5kΩ. For this configuration the best synchronization results are obtained for
Rc = 1 to 4kΩ.
In the oscillation region some circuits start to oscillate with a harmonic waveform.
Which circuit depends on the type of coupling and the coupling configuration
between the circuits.
For unidirectional cases it applies that the circuits that are to be synchronized start
to oscillate. This is caused by the fact that in a unidirectional case only one circuit
has influence on the other(s).
In bidirectional cases has been seen that all circuits start to oscillate as in this case
the circuits can interact with each other.
What exactly causes the circuits to switch to this region is unknown at the moment
this report was written.
In the final region, the synchronization loss region all interaction between the
circuits ceases to exist, which means that each circuit produces its own dynamics.
In the experiment with three Chua circuits first of all synchronization was obtained.
This was not expected to be difficult seen the results of the previous experiments
with two circuits. After synchronization was achieved an attempt was made to drive
the configuration to a region where the two outer circuits are synchronized but the
central one produces other dynamics. During this experiment we did not achieve
this region, probably because of the fact that the used coupling configuration was
not suitable for the experiment, however this is not certain.
The study of the implementation for a delay line showed that at this moment it was
not possible to implement a delay line. This was due to the fact that little was
known about digitalizing chaotic signals, which the possibility of building a digital
delay line was not an option. Also the possibility of buying a delay line seemed to
be problematic as this would cost too much time to get them.
Nevertheless in this subject the consequences of digitalizing chaotic signals were
also examined, and it seemed that digitalize chaotic signals with an acceptable loss
of information. Therefore the option of building a digital delay line is still open an
might form the base of a following project.
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Conclusions on subject two
The problem definition on this subject was defined as:
How can chaos be used for the purpose of secure communications?
One possible method of using chaos for the purpose of secure transmission of
signals was examined in this subject. Synchronization has shown to be the most
important factor for this communication to succeed.
Synchronizing Chua circuits for the purpose of message transmission requires
closely matched parameters (1%) of those circuits. Parameter mismatches create
chaotic noise (remains of the chaotic signal) in the extracted message. Two
methods of synchronization were examined and implemented, both having different
(dis)advantages. The chaotic noise appears at a constant level in the recovered
message when using error-feedback synchronization, in a drive-response
configuration the nature of this chaotic noise is very short of duration with a very
high amplitude.
The amplitude of the injected message is related to its recovery quality in both
synchronization configurations. An increase in amplitude generally produces an
increase in recovery quality. The frequency of the injected message has no
limitations on its recovery quality with error-feedback synchronization. In the driveresponse configuration, message frequencies that are equal to those in use by the
chaotic carrier for its main oscillations cannot be recovered. The waveform of the
message signal does not affect the quality of its recovery in both synchronization
configurations.
Chaos masking with error-feedback synchronization is only usable for the recovery
of a square wave signal when using relatively high coupling and with the use of a
matched filter and Schmitt trigger. This assumes a slight (less then 10%) mismatch
in parameters between transmitter and receiver. In this configuration, 0.75KΩ is
the optimal value for the coupling resistor Rc.
Chaos masking with drive-response synchronization is usable for the recovery of
any signal with a maximum amplitude of 200mVtt which’s frequency is not in de
‘dead-zone’, if one would succeed in exact matching of the parameters in the
transmitting and receiving circuit.
When the coupling line between transmitting and receiving Chua circuit is converted
to digital and later back to analog, then the spectrum of the chaotic signal
determines the required sampling rate. In such a conversion the amplitude of the
message signal determines the required number of bits when using a digital
message signal. For analog message signals, the required quality of the recovered
message determines the required number of bits.
A successful message recovery could not be realized in a prototype, however there
are strong indications that it could be done with a drive-response configuration. The
time necessary to order new low tolerance components and to construct two new
Chua circuits was unfortunately not available. The recommendation is therefore
that more research on this particular configuration is needed.
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Appendix A

Source code of the program used in chapter four to compute the cross-correlation
of two time-series.
#include "stdafx.h"
#include <math.h> // Standard mathematical functions.
#define MAXSMPL 60000 // Array size, maximum samples that can be read and processed.
#define NFILES 83 // Files (measurements) to process.
int main(int argc, char* argv[])
{
int r1,n,filenr;
long m,counter;
double a_dum,a_dum2,correl,mean_a,mean_b,cc1,cc2,cc3;
double am[MAXSMPL]; // The array containing the first time-series.
double bm[MAXSMPL]; // The array containing the second time-series.
char inpdata,procs; // Temporary strings.
bool exceeded; // Indicates if the arrays are completely filled.
FILE *data,*dest; // File container.
dest = fopen("cc.dat","w"); // Open the output file.
for(filenr=0;filenr<=NFILES;filenr++) { // Process every file of the set.
sprintf(&procs, "Processing file: %i ...\n", filenr);
printf(&procs);
sprintf(&inpdata,"NI_%i.lvm",filenr); // Combines the filename string.
data = fopen(&inpdata,"r"); // Open the input file.
m=0;
r1=0;
exceeded = false;
while (r1!=EOF)
{
//****** Load two vectors ****
r1=fscanf(data,"%lg %lg",&a_dum,&a_dum2);
// Each measurement file contains two time-series
// Samples are loaded in pairs of two.
if (!exceeded) { // Only if array is not full.
am[m]=a_dum; // Store samples in the array.
bm[m]=a_dum2;
m+=1;
}
if (m>=MAXSMPL) { // Test if array is full.
if (!exceeded) {
sprintf(&procs,"Time-series found in file %i are complete.\n", filenr);
printf(&procs);
exceeded = true;
}
}
}
m=m-1;
fclose(data); // Close the input file.
n=0; // Reset variables.
correl=0.0;
mean_a=0.0;
mean_b=0.0;
cc1=0.0;
cc2=0.0;
cc3=0.0;
counter=0;
for (n=0;n<m;n++)
{
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mean_a+=am[n]; // Sum all samples.
mean_b+=bm[n];
counter++; // Count number of samples summed.
}
mean_a=mean_a/counter; // Divide the sum of the samples by the number of samples
mean_b=mean_b/counter; // To calculate the average.
For (n=0;n<m;n++)
{
cc1+=(am[n]-mean_a)*(bm[n]-mean_b); // The numerator part of the CC equation
cc2+=(am[n]-mean_a)*(am[n]-mean_a); // The left denominator part “
cc3+=(bm[n]-mean_b)*(bm[n]-mean_b); // The right denominator part “
}
correl=cc1/(sqrt(cc2*cc3)); // The CC equation combined.
fprintf(dest,"%g\n",correl); // Print the obtained value to the output file.
if (m==0)
{
printf("\nError in file. Quitting\n\n");
return 0;
}
sprintf(&procs, "Done processing file %i.\n\n",filenr);
printf(&procs);
}
fclose(dest); // When done with whole file set, close the output file.
return 0;
}
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Appendix B
/*
Batchfile Linux
*/
cat> $1.par<<EOF
01
!initial_file
72
!final_file
0
!delay_time_of_file1_respect_file2_(steps)
10
!time_interval_(ps)
2000
!limit_value
EOF
cp $1.par input
cd inputf
ls >../files.dat
cd ..
stat
mv output1.dat output/$1_ccstat.dat
mv output2.dat output/$1_correl.dat
rm input
mv $1.par output
mv files* output
/*
C program that computes the cross correlation of two time series
*/
#include <math.h>
#include <stdio.h>
#define PI2 4.*atan(1.)
#define NMAX 8000000
int main()
{
int i,j,k,g,r1,r2,n,m,limit,m2,top,counter,r3,fcounter,rval,rvaldum;
int dim,number,ini,fin,dum2,h;
int irow,frow,jump,dummy,delay,step_resta;
double inter,max,f1,am_tot,bm_tot,synce,synce_1,synce_2,prop;
double a_dum,a_dum2,tstep,correl,mean_a,mean_b,cc1,cc2,cc3;
double *am,*bm,*cfunc,maxc;
char dum[60],file1[60],file2[60],inputf[60],name1[60],name2[60],name3[60];
FILE *input,*data,*data2,*dist,*dist2,*dist3,*inputfile;
input = fopen("input","r");
inputfile = fopen("files.dat","r");
dist = fopen("output1.dat","a");
dist2 = fopen("output2.dat","w");
am=(double *)calloc(NMAX,sizeof(double));
bm=(double *)calloc(NMAX,sizeof(double));
cfunc=(double *)calloc(NMAX,sizeof(double));
fscanf(input,"%i %s",&ini,dum);
fscanf(input,"%i %s",&fin,dum);
fscanf(input,"%i %s",&step_resta,dum);
fscanf(input,"%lg %s",&tstep,dum);
fscanf(input,"%i %s",&limit,dum);
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/***** Load datamatrix *****/
fcounter=0;
while (r3!=EOF && fcounter<fin)
{
printf("%i\t%i\n",fcounter,fin);
fcounter+=1;
for(i=0;i<NMAX;i++)
{
am[i]=0.0;
bm[i]=0.0;
cfunc[i]=0.0;
}
r3=fscanf(inputfile,"%s",&inputf);
g=0;
rval=0.0;
for (i=0;i<6;i++)
{
rvaldum=(inputf[16+i]-'0');
rval+=pow(10,5-i)*rvaldum;
}
printf("FILES : %s AND ",inputf);
strcpy(name3,inputf);
sprintf(name2,"inputf/");
strcat(name2,name3);
data = fopen(name2,"r");
r3=fscanf(inputfile,"%s",&inputf);
printf("%s (R=%i ohms)\n\n",inputf,rval);
strcpy(name3,inputf);
sprintf(name2,"inputf/");
strcat(name2,name3);
data2 = fopen(name2,"r");
m=0;
m2=0;
maxc=-1.0;
/*
for (h=0;h<51;h++)
{
r1=fscanf(data,"%s",&dum);
}
*/
while (r1!=EOF)
{
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/****** Load the data into two vectors*****/
r1=fscanf(data,"%s %lg",&dum,&a_dum);
am[m]=abs(a_dum);
m+=1;
}
m=m-1;
printf("\n%i\n",m);
/*
for (h=0;h<51;h++)
{
r2=fscanf(data2,"%s",&dum);
}
*/
while (r2!=EOF)
{
r2=fscanf(data2,"%s %lg",&dum,&a_dum2);
bm[m2]=abs(a_dum2);
m2+=1;
}
strcpy(name3,inputf);
sprintf(name2,"coco");
strcat(name2,name3);
dist2 = fopen(name2,"w");
if(m2<m)
{
m=m2-1;
}
for(delay=0;delay<=2*limit;delay++)
{
n=0;
r1=0;
r2=0;
dummy=0;
am_tot=0.0;
bm_tot=0.0;
synce=0.0;
synce_1=0.0;
synce_2=0.0;
correl=0.0;
mean_a=0.0;
mean_b=0.0;
cc1=0.0;
cc2=0.0;
cc3=0.0;
counter=0;
top=limit;
if (delay>=limit)
{
top=delay;
}
for(n=0;n<m-(top);n++)
{
mean_a+=am[n+limit];
mean_b+=bm[n+delay];
synce_1+=(am[n+limit]-bm[n+delay])*(am[n+limit]-bm[n+delay]);
synce_2+=am[n+limit]*am[n+limit];
counter+=1;
}
mean_a=mean_a/(counter);
mean_b=mean_b/(counter);
prop=mean_b/mean_a;
synce_1=synce_1/(counter);
synce_2=synce_2/(counter);
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synce=sqrt(synce_1/synce_2);
for(n=0;n<m-(top);n++)
{
cc1+=(am[n+limit]-mean_a)*(bm[n+delay]-mean_b);
cc2+=(am[n+limit]-mean_a)*(am[n+limit]-mean_a);
cc3+=(bm[n]-mean_b)*(bm[n]-mean_b);
}
cc1=cc1/(counter);
cc2=cc2/(counter);
cc3=cc3/(counter);
correl=cc1/(sqrt(cc2*cc3));
fprintf(dist2,"%g\t%g\n",(delay-limit)*tstep,correl);
if (correl>maxc)
{
maxc=correl;
}
}
printf("MAX. CORRELATION: %g",maxc);
fprintf(dist,"%i\t%g\n",rval,maxc);
fclose(dist2);
if (m==0)
{
printf("\nError in parameters. Quitting\n\n");
return;
}
printf("\nCONGRATULATIONS, IT HAS WORKED!!!....SEE THE OUTPUT FILE ( /output)\n\n");
}
fclose(input);
fclose(data);
fclose(data2);
fclose(dist);
return;
}
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Appendix C
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